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Timeline of Apple and Microsoft Platform SSO Integration (2019-2025)

Transition to Hardware-Bound
Identity & Secure Enclave

[2024-05-06]

[2019] [2022] Microsoft launches [2025 (Q3)]

Apple ships SSO extensions (macOS 13): Apple introduces public preview for New macOS registrations shift to
(Extensible SSO) foundations for Platform SSO, integrating login Platform SSO and reguiring Secure Enclave-backed
managed sign-in experiences. windows with IdPs and supporting Entra Join for macOS. device keys via Enterprise SSO

Secure Enclave keys, smart cards, plug-in or Platform SSO.

@ and password options.
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Software-based " [2022] [2023-04-10] o °
SSO Foundations (macOS 13): Apple introduces  Microsoft Enterprise O
Platform SSO, integrating SSO extension/plug-in [2025-08-12] [Late 2025]
login windows with IdPs reaches General Microsoft Platform 2025-09-24 Microsoft updates
and supﬁorting Secure Avallability (GA) for SSO for macOS [2025- v ] Intune configuration
Enclave keys, smart cards, Apple devices. reaches General Apple publishes guidance and
and password options. Availability with Entra updated Platform SSO  releases in-depth
ID integration. deployment guide Platform SSO
including macOS explainer content.

version-specific
feature gates.




Why it matters?:



Cybersecurity Challenges

Over 99% of Identity Attacks are Password-Based Sophisticated Attacks (Less than 1%)

MFA Attacks
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SIM Swapping AitM MFA Fatigue
(Adversary-in-the-Middle)

A

*\ . ‘ Leas then 1% Post-Authentication Attacks
o - of Attacks 5
9 + -] ¢ , @ | |
Password /O Cé]

Token Theft Consent

Spray Phishing

Infrastructure Compromise

=

==
e

Infrastructure
Compromise

Phishing

Phishing: A Major Threat, ER Ry AHygiene: Implements Password-Based Attacks: Exploit
Responsible for >70% of Data WEERTEER Gldptect Against 98% Predictable Human Behaviors, Preventable
Breaches FENS . by Strong Authentication Methods



PHISHING: TRADITIONAL CREDENTIAL VULNERABILITY

Phishing Actor

Example.com
FAKE
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USER N\ 2 |||-e-||| Example.com
(VULNERABLE M EE ‘ ,i Y FAKE& (TARGET SYSTEM)
CREDENTIALS)
Email SMS Social Voice Fake
Engineering Phishing websites

CORE DATA: Your password doesn’t matter. Traditional credentials
are fundamentally vulnerable to interception and deception.



PASSWORD REUSE

SINGLE COMPLEX PASSWORD: MODERN SOLUTION:
MAJOR WEAKNESS FHIE DOMINO/EEEECT PHISHING-RESISTANT AUTHENTICATION

. ‘ !
T g
= E{,\m
S
?
DOESN'T MATTER
Using the same complex password across A breach on one site leads to a ‘domino Phishing-resistant authentication renders

multiple accounts, even a complex one, effect’ where all other reused accounts the traditional password obsolete and
introduces a major security weakness. are compromised. significantly more secure.

Move beyond passwords for true security. Embrace phishing-resistant methods.



Phishing-Resistant Authentication Overview
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Easy =1 = {
ol |
Complex Passwords Traditional MFA
Minimal Security, Difficult to Use: ~ Enhanced Security, Difficult to Use:
z'n Increased user friction without addressing Better than passwords, but prone to social
= modern threats like phishing. -engineering and difficuit to use.
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Pl : _ | - Phishing-Resistant Authentication
{%‘. Simple Passwords (Passkeys & FIDO2 Security Keys)
“‘O Minimal Security: Easy to use, but extremely The Ideal Solution: Maximum security with a seamless, frictionless
vulnerable to attacks and phishing.

user experience. Resistant to phishing and modern attacks.
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FIDO Authentication: How it works

User verification
(Gesture)

4 SERVER \

Stored Public key used
for signature validation

>

Public key

 AUTHENTICATOR

Facial
Recognition

( Utilizes a private key
uniquely dedicated to a
single application

Fingerprint %

@ Private Key

Challenge

(Signed)
Response

Server uses stored
‘Public key’ to validate
the signature and
authenticate the user

Security Key

Requires a user gesture
to unlock private key

S

» Requires a user gesture (facial recognition, » Authentication involves a challenge-response loop to the server for verification.
fingerprint, security key, or PIN) before the where the server sends a ‘Challenge’ to the e The server uses a stored 'Public key' to
private key can be accessed. Authenticator. validate the signature and authenticate

« The Authenticator utilizes a private key that » The Authenticator returns a ‘(Signed) the user.

is uniquely dedicated to a single application. Response’ to the server for verification.



3 Authentication Methods Support by Platform SSO

GOOD BETTER BEST

PASSWORD SMARTCARD SECURE ENCLAVE KEY

Local Account Sync (Entra ID)

Federation Support Vs Highest Security
Supports sync with Entra ID

Offers federation support Provides highest security

Built-in Apple Hardware

Federation Support (WS-Trust) MFA for Registration SEre :

Supports via WS-Trust Requires MFA for registration \/ ZlgzﬁglV';%c?:vilssI::“g;rotocols)
MFA for Registration - ; e

Lacks MFA registration Phishing Resistant \/ Passkey Capabilities

Is phishing resistant Passkey capabiiities included

requirements

Local PIN/Passcode MDM
Deferred to MDM

Phishing Resistant
Lacks phishing resistance

XX 1S S

S SEES




THE FIDO2 SECURITY PROMISE

Securing the future with unphishable, cryptographic credentials.

THE PERFECT ATTACK FIDO2 SECURE CREDENTIAL

N UNGUESSABLE
@;\ REMOTE < Cryptographically generated keys,
Executed from anywhere with /——\ impossible 1o brute-force.
(X zero physical presence. d i
UNDISCLOSABLE
Private keys never leave the secure
/6%\ UNDETECTED (ZJ) hardware aathenticator.
Evades security tools and surveillance
. for prolonged tgeriods. MULTI-FACTOR

Requires something you have, something
you are, or something you know.

SINGLE-USER

Credential is bound to a specific user
identity, non-transferable.

LOCAL

E
=3 m “ Authentication occurs on the user's
""" device, no shared secrets.

@>7. UNINTERCEPTABLE
(¢ '3)1:\/5‘9 Communication channels are encrypted,

preventing man-in-the-middie.

Z) DURABLE
Maintains persistent access, resilient
to countermeasures.

S\, CHEAP ,
- — Low cost of entry, accessible to wide :

=  range of threat actors.

DW SCALABLE y

‘

R, Tj-o Easily replicated across large K # UNPHISHABLE

-4 targets with automated tools. ( \’ Origin-bound credentials only work on
x the legitimate website.

fidO' FIDO2: The Global Standard for Passwordless Authentication

ALLIARCE



MITM: How Machine-in-the-Middle defeats OTP

Em 3: Receive Legitimate

OTP (Out-of-Band)

6: Authenticate g

1: Click Link & . . '
'\ a: Proxy Reques
Request Token Xy Req . with Token 5 Office 365
"I- <2 F d Chall F2 MFA Chall " Submit OTP
7a: it I
User a: rorwar allenge Attacker/ oTP Req?j Ireer:ge Microsoft a: Submi salesforce
A Proxy Website Entra ID
‘ 4: Enter OTP | 4a: Submit OTP * Target Applications
. > : = (e.g., Office 365,
(Fake Site) 5: Valid Session Token Salesforce)
0: Phishing Email 6: Authenticate with Token A T
(Malicious Link)

7: Access User Data



SECURE EASY TO USE
» Unique credentials & * Eliminates passwords (no need
asymmetric keypairs to remember, lose, or change)

« Eliminates one-time passcodes

» Simple gestures: taps,
fingerprints, or facial scanning

* Inherently phish-resistant
» Global standard part

INTEROPERABLE TRUSTWORTHY
» Works across all major browsers: * Built on standards:
Chrome, Firefox, Safari, Edge WebAuthn & CTAP
* Platforms: Windows, Android, ; 3'0'.“9"'05 never leave the
i0S, macOS At _
; * No sharing of personal info
» Various form factors supported like email or phone numbers




Modern Identity for macOs with
Microsoft Entra



Microsoft Entra Device Compliance

Evaluates security requirements (OS, encryption, AV), MDM integrates via Entra’s modern Device Compliance API,
Required for Conditional Access - Zero Trust on macOS, Legacy MDMs Conditional Access deprecated.

5 05 Version
§ =@
@\Q Encryption Enabled
( JE— E/\é Antivirus/EDR Active Modern Device Conditional
| Local Health Check Compliance P ‘ (zAcceTs e )
ocal Hea ec Reportin ero Trust Gate [ -
{é} (MDM Enforced) (REpoLting) E] [.
&3 — N L)
<> —— ﬁ Microsoft Entra ID ) W (g # ( C) )
= —_— r—- Sm—
Ji 5 Access Granted LH=J*—LJ
Modern MDM Device Compliance if Compliant
Managed Server \/Q gtg;\:%LIANT Corporate Apps
macOS Device JAN 31, 2025 & Resources
END OF SUPPORT DEADLINE: . )
. Migrate to Modern API ,% L
“ u Access Blocked
> 4 o if Non-Compliant

LEGACY MDM
Conditional Access API
(DEPRECATED)



How Entra ID Calculates Compliance & Grants Access
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[ ]

Mac

(User Device)

-
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Compliance Signal Flow

Device Registration
(Company Portal / Platform

SS0)

P —

Access Request Process & Real-time Enforcement

User Sign-in
Request

Continuous Enforcement:
Real-time Revocation (e.g., Policy Fall-out)

Conditional Access Engine ° @
(Policy Evaluation)
Access Granted:
D | TR
(Identity & Access (User) \
Ty Management)
. " MFA Requirements Evaluation
Policy Check: v ’ (Security Token) /
@ FileVault Enabled - _
@ 0S Up-to-date Compliance Device Compliance State
@ AVin Place Flag (From MDM)
Getlies) \ / Access Blocked
\ > e A Remediation Required
........................................ " RO
./



SECURE ENCLAVE - DIFFERENTIATING USER VS. DEVICE IDENTITY

Hardware-Bound Keys, Separate Credentials, Stronger Security for macOS Platform SSO

SECURE ENCLAVE

Hardware Root of Trust

[

DEVICE IDENTITY
(Hardware-Bound)

i Trusted Device 1 ‘

Proof
N heate Ko o STRONGER SECURITY BENEFITS
p——y — - @ Phishing-Resistant - Entra ID Cloud
macOS Device @ Malware-Resistant (Trust)
(Apple Silicon / T2) @ Hardware-Tied to Specific Mac '-
a J
(Q—B }[fff})‘\\,a Touch ID / PIN ] {l")
USER PRESENCE

USER (Unlock)

J

) | "1ANDATORY FOR NEW mac0s
— - REGISTRATIONS BY Q3 2025
—



Why are PINs better than Passwords?

1. Tied to Device 2. Local to Device ‘ 3. Backed by Hardware
(Useless Without It) ’ (Not Transmitted) | (Physical Foundation)

\%'ﬁ ®A15

Bianic

- e
T (2 ]
O _,’:: ' PIN Encrypted Traffic
G Check @ -

g :

T LS Server
> 7, ) - (External)
PIN Entry Protected Secure Enclave Client Device Failed Man-in-the-Middle
(Human Action) API Processor (Local Auth) (MitM) Attack
Secure Enclave Communication via Protected Local Authentication Prevents Interception. Security Foundation Built into Physical
API. Device-Specific Binding. Resistant to Phishing. Hardware. Private Keys Locked in Chip.

@ Passwords can be

Software-only solutions
r_-" replayed anywhere.

are vulnerable.

(»wx‘ Passwords are often transmitted. @

Modern Authentication: Moving to Hardware-Backed PINs & Touch ID for True Phishing Resistance.






Step 1: Device Registration

User

IDP Credentials

vy _

IDP Credentials

. A

Response (Tokens issued)

_‘ L_

Generate Secure Enclave

4— bound keypair

Pubkey + JWT + Cert request

v

Device Registration Complete

F 3

Network Servers

Platform Single Sign-on

Mac SSO Extension
@ Registered

Open Directory Utility...

i

No Servers

Repair

Check credentials

Validate JWT, Parse Cert
Request & Create Device




Step 2: User Registration - Secure Enclave Key Flow

Local Username and Password

A

Ok (registration complete)

Public Key / Private Key Pair
Created by Secure Enclave

Public Key sent to IDP

Response (registration complete)

S

User name Vera Kopecka

ty ]
Password Change...

lig| Allow this user to administer this computer o
You cannot remove yourse f from administrators

e

D¢ Platform Single Sign-on

Login vekoB5@woodgrove.ms
Method Secure enclave key
e
Registration Repair
o ® Registered
n Tokens Authenticate
® 550 tokens present
w
?  Open Contact Card... Cancel

User Configuration:

"_sepKeyData" : "cpRyk+98gIlIMO06zFpYVUqbx+3RB5P+BdWi91ERTKZE=",
"created" : "2024-87-83T21:30:42Z",
"lastLoginDate" : "2024-87-03T21:29:49Z",
"loginType" : "POLoginTypeUserSecureEnclaveKey (2)",
"state" : "POUserStateNormal (@)",
"uniqueldentifier" : "4251CE@1-87A2-4OB5-A267-BCC366TA96A6",
"userLoginConfiguration" : {
"created" : "2024-87-83T21:30:42Z",
"loginUserName" : "v#**@woodgrove.ms"
}!

"yersion" : 1



Step 2: User Registration - Password Sync Flow

IDP Username and Password

v

IDP Username and Password sent
to usernamemixed endpoint

v

Microsoft Entra

T S

Please sign in to your Microsoft
Entra account.
Check password r
Response + grant 1
J S80000000000RRRRNNS [
o ==
Set local password | n ;
— |
) ok | 1

o

{

Account Updated
Your password has been synchronized with
your Microsoft Entra account.




Secure Enclave Key Registration Experience

@& QuickTime Player File Edit View Window Help & W 7T Q & WedJul3 4:24PM

n Registration Required
by Please register with your identity provider.

This Mac is supervised and managed by: Woodgrove

Device (Managed)
Firewall Profile
tting
Intune MDM Agent PPPC Profile
etting
Intune MDM Agent SCEP Profile
Management Profile
4 settings
Passcode Profile
P 1 sc tting
Platform SSO - Kerberos
1 setting

System Policy Control Profile

1 setting

System Policy Managed Profile

com.apple.extensiblesso Profile
etting




Secure Enclave Key Interactive Authentication Flow

] [ J [ ] [ ] [

Access to my app please
Data please

Redirect (Tokens please)
Tokens please

Authenticationrequired
WebAuthN Authentication request

Request nonce (random data)

Nonce

User Action Required

TouchlD or PIN/Passcode

Sign nonce with SE private key

\ Validate signed nonce with public key

Tokens

Tokens

Signed Nonce

Tokens

Data
Data



Secure Enclave Key Registration Experience

@& CQuickTime Player File Edit View Window Help & Wy T Q 8 WedJul3 4:28PM

login.microsoftonline.com

B® Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Cg Sign-in options

Terms of use  Privacy & cookies




macOS Login Screen

What PSSO Means for IT Admins

Platform SSO: macOS Login with Entra ID for True SSO

Benefits
== . N ) Business
QL} %ﬁ) R/ =\/D Appiications
Fewer Prompts  Passwordless Synced  Automatic Device .
& Login Fatigue Sign-in Accounts Join into Entra a '
= %
SSO o @ e . Entra ID x &
(Platform SSO) =P [ identity & Access
S E | .« . ~ Management
ECHIESNCOVS Phishing-Resistant Verification R U !
( Password Sync | <P

(Secure Enclave Keys)

Hardware-Backed
Security

Challenges
& Deployment Complexity (New MDM Profiles)
& User Training (New Login Experience)
& Shared Mac Scenarios (Extra Config)

GA: Aug 2025

@
@ Q3 2025: Compliance Requirement (Default Path>







Platform SSO: Key Benefits and Implementation Considerations
Seamless Mac Login, Stronger Authentication, and Admin Realities |

s B Hardware-bound
Secure Enclave Keys
(Phishing-resistant,

SSO
Authentication Of\@
Token %

@ B Non-exportable Credential) MiCI’OSOﬂ
e = Entra ID 5 =
ENCLAVE Hardware-bound Identity Verification @
& Trust

Secure Enclave Keys
(Phishing-resistant,

Non-exportable Credential) Cloud Applications
MacBook Secure Enclave High=Trust (e.q. M365, 5a25)
0 Environment
A Once authenticated, access to
User Authenticates * apps and services is seamless.
O (Entra ID credentials)
' ~
ADMIN CHALLENGES AND SUPPORT

@ C e Screen) A\ Updated Workflows: Prepare for user training, helpdesk FAQs, and documentation.
Seamless Mac Login: Users gain A\ Multi-User Scenarios: Thorough testing required to manage initial support overhead.

instant SSO by authenticating - 1 : . o : .
at the macOS login screen. | A\ Initial Support Overhead: Adoption brings change, requiring proactive IT preparation.




What's Next for Platform SSO on macOS

Apple & Microsoft Entra Roadmap (High-Level) - Evolving from “SSO for apps” to “identity-native macOS"

IDENTITY-FIRST DEEPER SECURE FUTURE STATE:
MAC SETUP ENCLAVE USAGE IDENTITY-NATIVE macOS
Platform SSO support during Expanded hardware-backed,
CURRENT STATE " ma?OS Setup Astistant, ?hishing-resistant dcredentials
: enabling cloud identity sign-in or device trust an
SSO for AF{PS & Services on ﬁ?st boot and atzto?natic authentication, eliminating
e local account creation password theft risks

= T
EVOLUTION — — ,

RICHER OS-LEVEL STRONGER DEVICE

0T Apps & CONTROLS TRUST & ATTESTATION .
Cloud identity drives login Improved device registration
policies, group-based and telemetry to support Zero FOUNDATION FOR
authorization, and on-demand Trust access decisions across PASSWORDLESS,

account creation directly in macOS S S apps and browsers CLOUD-NATIVE IDENTITY

- From first login to daily work

—— WHAT THIS MEANS =
O For users: Fewer prompts, faster sign-in, and a Fer security teams: Hardware-bound identity, phishing Q Fer IT: Simplified onboarding, fewer helpdesk tickets,
>  Windows-Hello-like experience on Mac. resistance, and consistent Conditional Access enforcement. and cloud-first macOS identity without directory binding.

Bottom line: Platform SSO is becoming the foundation for passwordless, cloud-native macOS identity.



Configure Platform SSO for macOS devices - Microsoft Intune
Microsoft Learn

Troubleshooting the Microsoft Enterprise SSO Extension plugin



https://learn.microsoft.com/en-us/intune/intune-service/configuration/platform-sso-macos
https://learn.microsoft.com/en-us/intune/intune-service/configuration/platform-sso-macos
https://learn.microsoft.com/en-us/intune/intune-service/configuration/platform-sso-macos
https://learn.microsoft.com/en-us/intune/intune-service/configuration/platform-sso-macos
https://learn.microsoft.com/en-us/entra/identity/devices/troubleshoot-mac-sso-extension-plugin?tabs=flowchart-ios
https://learn.microsoft.com/en-us/entra/identity/devices/troubleshoot-mac-sso-extension-plugin?tabs=flowchart-ios
https://learn.microsoft.com/en-us/entra/identity/devices/troubleshoot-mac-sso-extension-plugin?tabs=flowchart-ios
https://learn.microsoft.com/en-us/entra/identity/devices/troubleshoot-mac-sso-extension-plugin?tabs=flowchart-ios
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-prerequisites-phishing-resistant-passwordless-authentication
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