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OSX 10.5 Lion

WHAT?



WHAT?

[It] remembers which content you obtained from a network.



WHAT?

The first time you open a potentially unsafe file in Finder, in 
Spotlight, or from the Dock, the file quarantine feature will warn 

you about unsafe file types.
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“When necessary, Gatekeeper opens apps from randomized, 
read-only locations. This is designed to prevent the automatic 

loading of plug-ins distributed alongside the app.”
- Apple Platform Security Guide



WHAT?

/private/var/folders/<random_characters>/AppTranslocation





















0083 665e425e Safari 42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;
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Flag



0083 665e425e Safari 42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;
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Timestamp



0083 665e425e Safari 42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;



0083 665e425e

Safari

42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;

Origin



0083 665e425e Safari 42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;



0083 665e425e Safari

42DB1F62-4511-40E1-8D7B-3350EECAE6A4

; ; ;

UUID



0083 665e425e Safari 42DB1F62-4511-40E1-8D7B-3350EECAE6A4; ; ;



Unified Log
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APP TRANSLOCATION

FILE QUARANTINE



GATEKEEPER

“…ensure[s] that only trusted software runs on a user’s Mac.”
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CODE SIGNING

10-character identifier assigned to developers
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“The Apple notary service is an automated system that scans 
your software for malicious content, checks for code-signing 

issues, and returns the results to you quickly.”
- Apple Developer Docs
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A framework for regulating applications permissions by 
managing their access to user data

TCC
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MDMOverrides
- /Library/Application Support/
com.apple.TCC/MDMOverrides.plist

- Not reflected in the System Settings 
UI

- Not ideal for debugging 
deployment issues



Headache
- Great for privacy, tough on admin 
experience

Mac 🤝 Windows
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XPROTECT





“YARA is a tool aimed at (but not limited to) helping malware 
researchers to identify and classify malware samples.”

YARA
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BEHAVIO(U)RAL DETECTIONS

macOS.Messages.Generic /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdatercom.microsoft.EdgeUpdater1 /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdaterUBF8T346G9
macOS.Browser.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0 /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Messages.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0 /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Browser.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav1 /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav1 /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagentcom.apple.imagent0 /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagent



macOS.Messages.Generic /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdatercom.microsoft.EdgeUpdater1 /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdaterUBF8T346G9
macOS.Browser.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0 /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Messages.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0 /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Browser.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav1 /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav1 /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagentcom.apple.imagent0 /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagent



macOS.Messages.Generic /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdatercom.microsoft.EdgeUpdater1/Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdaterUBF8T346G9
macOS.Browser.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Messages.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds0/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Browser.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemon com.microsoft.wdav1/Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemon com.microsoft.wdav1/Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagentcom.apple.imagent0/System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagent



macOS.Messages.Generic /Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdatercom.microsoft.EdgeUpdater 1/Library/Application Support/Microsoft/EdgeUpdater/118.0.2088.86/EdgeUpdater.app/Contents/MacOS/EdgeUpdaterUBF8T346G9
macOS.Browser.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds 0/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Messages.Generic /System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mdscom.apple.mds 0/System/Library/Frameworks/CoreServices.framework/Versions/A/Frameworks/Metadata.framework/Versions/A/Support/mds
macOS.Browser.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav 1/Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemoncom.microsoft.wdav 1/Applications/Microsoft Defender.app/Contents/MacOS/wdavdaemonUBF8T346G9
macOS.Messages.Generic /System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagentcom.apple.imagent 0/System/Library/PrivateFrameworks/IMCore.framework/imagent.app/Contents/MacOS/imagent
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WHAT ABOUT YOU









􀣺 REACTIVE

PROACTIVE
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