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Bill of Materials

• What is Electron? 

• Overview of Electron’s Structure 

• Introduction to Electron Fuses 

• Dangers of Arbitrary Code Execution 

• Demos galore with Lectricus! 

• Using Endpoint Security 

• Electron’s response 

• Next steps





$ '/usr/bin/whoami'

• Lead Security and Software Engineer at 
RIPEDA Consulting 🇨🇦. 

• Project lead of OpenCore Legacy Patcher. 

• Breaks macOS internals on my blog, 
khronokernel.com.

> "Mykola Grymalyuk"



What is Electron?



What is Electron?



1. Chromium

What is Electron?



What is Electron?

1. Chromium 2. Node.JS
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1. Chromium 2. Node.JS 3. Multi-Platform



Electron
• Initial release in 2013. 

• Designed originally for Atom. 

• Other frameworks also exist, like nwjs 
(formerly node-webkit) 

• Many applications use Electron: 

• Slack 

• Discord 

• Visual Studio Code 

• 1Password 

• OpenVPN
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Electron Structure

Entry Point Electron Framework ASAR

Electron Fuses

Vendor.app/Contents/MacOS/Vendor ./Contents/Frameworks/Electron Framework.framework ./Contents/Resources/app.asar

  





Electron Fuses

• Embedded inside Electron.framework. 

• Introduced with Electron v12.0.0 in 
2021. 

• Found after a “sentinel”: 
• dL7pKGdnNz796PbbjQWNKmHXBZaB9tsX 

• 8 fuses currently implemented as of 
fuses v1.8.0. 

• On/Off switches. 

• Similar to macOS’ System Integrity 
Protection (SIP)

Debug options!
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0x0 RunAsNode

0x1 EnableCookieEncryption

0x2 EnableNodeOptionsEnvironmentVariable

0x3 EnableNodeCliInspectArguments

0x4 EnableEmbeddedAsarIntegrityValidation

0x5 OnlyLoadAppFromAsar

0x6 LoadBrowserProcessSpecificV8Snapshot

0x7 GrantFileProtocolExtraPrivileges

Slack’s Electron Fuses
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Apple’s System Integrity Protection
0x803 -> 1000 0000 0011 -> 1100 0000 0001

0x1   CSR_ALLOW_UNTRUSTED_KEXTS
0x2   CSR_ALLOW_UNRESTRICTED_FS
0x4   CSR_ALLOW_TASK_FOR_PID
0x8   CSR_ALLOW_KERNEL_DEBUGGER
0x10  CSR_ALLOW_APPLE_INTERNAL
0x20  CSR_ALLOW_UNRESTRICTED_DTRACE
0x40  CSR_ALLOW_UNRESTRICTED_NVRAM
0x80  CSR_ALLOW_DEVICE_CONFIGURATION
0x100 CSR_ALLOW_ANY_RECOVERY_OS
0x200 CSR_ALLOW_UNAPPROVED_KEXTS
0x400 CSR_ALLOW_EXECUTABLE_POLICY_OVERRIDE
0x800 CSR_ALLOW_UNAUTHENTICATED_ROOT



The fun electron fuses



RunAsNode EnableNodeCliInspectArguments

 



RunAsNode

• Introduced in Electron v0.35.2 

• Environment Variable: 

• ELECTRON_RUN_AS_NODE 

• Free node.js shell.

EnableNodeCliInspectArguments

• Introduced with Electron v2.0.0 

• Argument: 

• --inspect={port} 

• WebSocket for communication.

 



RunAsNode


$ ELECTRON_RUN_AS_NODE=1 Vendor.app/Contents/MacOS/Vendor hello.js



$ Vendor.app/Contents/MacOS/Vendor --inspect=4096

EnableNodeCliInspectArguments



> http://127.0.0.1:4096/json/ -> webSocketDebuggerUrl

> ws://127.0.0.1:26711/e580f9b3-0905-4c49-8a37-e3d17ea04410: 
{“params”: { 
“expression”: “eval(‘hello world’)” 
}}

http://127.0.0.1:4096/json/


What does this mean for us?



Arbitrary code execution 🎉



Arbitrary Code Execution

• Ability to run random code of your 
choosing. 

• Code Signature Inheritance. 

• Launch Service Prompts. 

• TCC Inheritance. 

• Windows: TCC-like permissions opt-in 

• Linux: N/A



TCC
• Transparency, Consent, and 

Control. 

• Yeah those annoying prompts. 

• Inheritance for child processes. 

• Important to Apple. 

• All applications must respect it 
(SIP protected).



Attack Scenario #1 in Enterprise
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Malicious user in Enterprise

 



Malicious user in Enterprise

 
com.apple.TCC.configuration-profile-policy

Services

ScreenCapture

AllowStandardUserToSetSystemService



So how do you find misconfigured apps?



Python to the rescue 🐍



Lectricus
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vulnerable electron apps.





Lectricus

Python-based library for finding 
vulnerable electron apps.

CLI or GUI.







Lectricus

Python-based library for finding 
vulnerable electron apps.

Multi-platform: Windows, 
Linux and macOS.

CLI or GUI.









Lectricus

Python-based library for finding 
vulnerable electron apps.

Multi-platform: Windows, 
Linux and macOS.

CLI or GUI.

PLIST, XML, JSON and CSV 
exports.











Lectricus

Python-based library for finding 
vulnerable electron apps.

Multi-platform: Windows, 
Linux and macOS.

CLI or GUI.

PLIST, XML, JSON and CSV 
exports.

Open source on GitHub.












macOS Demo - Detection



Windows Demo - Detection



Linux Demo - Detection



macOS Demo - Exploitation
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So how do we prevent these attacks?

Endpoint Security Framework
*on macOS
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What is Endpoint Security?


Hook into the OS that sees all

- Networking

- File Operations

- Code Execution


Not just watch, 

take action



macOS Demo - Endpoint Security



Reach out to your vendors!
XProtect only handles extreme threats



What’s Electron’s response to all this?



Statement regarding 
"runAsNode" CVEs

• In response to CVEs filed in 
bad faith. 

• Is a valid vulnerability. 

• Chrome Security Model. 

• No TCC bypasses mentioned.

Posted February 7th, 2024
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Educate Take action



Ways to take action
• Developers: 

• Review fuses in your electron Apps. 

• Not just the two talked about, many more dangerous 
fuses. 

• Users: 

• Find and report misconfigured fuses in app you use. 

• Admins: 

• Same as users. 

• Remove TCC permissions from apps that are vulnerable. 
• $ sudo tccutil reset All com.bad.app 

• Don’t solely rely on XProtect!






Thanks for listening to my rambles!

Links and shoutouts! 

• Lectricus: 

• https://github.com/ripeda/lectricus 

• Endpoint Security Sample: 

• https://github.com/khronokernel/Electron-Blocker 

• Tsunek0h’s CVE-2023-32546: 

• What kicked off this idea for Electron querying! 

• Chatwork Desktop Application. 

• Part of their SIP bypass talk at CODE BLUE 2023. 

• Wojciech Reguła’s electroniz3r: 

• Didn’t know it existed when I started Lectricus… 

• But made me go further with Lectricus! 

• https://github.com/r3ggi/electroniz3r 

• Electron: 

• https://www.electronjs.org/docs/latest/tutorial/fuses 

• https://www.electronjs.org/blog/statement-run-as-node-cves

Mirrored on khronokernel.com

https://github.com/ripeda/lectricus
https://github.com/khronokernel/Electron-Blocker
https://github.com/r3ggi/electroniz3r
https://www.electronjs.org/docs/latest/tutorial/fuses
https://www.electronjs.org/blog/statement-run-as-node-cves
http://khronokernel.com

