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Automated User Based Deployment

* This workflow automatically deploys an application to a
specific group of people

* The deployment is based on a user group that lives in
Microsoft Entra

* The group can only be modified by specific people

* A script takes care of processing the group membership
and makes changes to the Jamf server using the Jamf API




Goal

* The goal is to fully automate the deployment of a security
tool to people who need to have it

* Aids in automating compliance
* Helps automate a process for our security team

* It reduces time needed to get the tool to the right people
through manual scoping




What is the tech stack?

* Microsoft Entra

* Microsoft Entra Graph API
* Jamf server

* Jamf Pro API

* Shell

* Github Actions

* Python (will hopefully be an alternative soon)




What to Build




Enterprise App Registration

* App must have the appropriate APl permissions
* You may need to talk to your Microsoft Entra admin
* Test that it works

APl / Permissions name Description
' Microsoft Graph (2)
GroupMember.Read All Delegated  Read group memberships

User.ReadBasic.All Application Read all users’ basic profiles




Entra Security Group

* A group in Microsoft Entra

* This group will be the one read by the Enterprise App we created in
the previous slide

* This group will be the source of truth for the deployment

 Group membership can be automated as well




ser Extension Attribute

Pro Full Jamf Pro v

Settings : User management > Extension attributes

< New User extension attribute

Dashboard
Computers

Devices Display Name

Display name for the extension attribute
Users Automated Deployment
Settings Description

Description for the extension attribute

This extension attribute will be used to determine which users are marked for the automated deployment workflow.

Data Type
Type of data being collected

String
Input Type
Input type to use to populate the extension attribute

Text Field

®

Cancel




Smart User G

Full Jamf Pro v

Users : Smart User Groups

< Automated Deployment

Inventory Smart Group 2ports Show in Jamf Pro Dashboard

Search Users

Search Volume Content

Content Management
Invitations
Volume Assignments

eBooks

Groups
Smart User Groups
Static User Groups

Classes

(C] B =} 0]

History View Clone PEECY




GitHub Repository

® @0 () odraviEnuaUserBasedDepl X+

€ c github.com/odra94/EntraUserBasedDeployment

= o odraga | EntraUserBasedDeployment Q Type 7] o search

<> Code| ( Issues I Pullrequests (D Actions [ Projects [0 wiki (@ Security |~ Insights 3 Settings

{5 EntraUserBasedDeployment rusiic in | © Unwatch

P main ~ P 1Branch © 0Tags Addfile - About e

This repo is an example that can be used
) 0draga Cleanup readme 0 7 Commits as an automated deployment that is
based on a user group made in
B _github/workflows Initial commit ominutesago | Microsoft Entra.

I images Update image size user smart group 3 minutes ago 00 Readme

- scripts Inital commit 9 minutes ago S

% 0stars
[ .gitignore Initial commit 9 minutes ago OF i Watehwng
[ README.md Cleanup readme 1 minute ago ¥ Oforks

[ README Releases

No releases publishy

EntraUserBasedDeployment

Packages

This repo is an example that can be used for an automated deployment that is based on a user group made in No packages pubished
Microsoft Entra. i kag

The workflow takes care of comparing the membership of a smart user group in Jamf Pro against the membership
of a security group in Microsoft Entra.

Languages

If there is a member in the Jamf smart user group that is not in the Entra security group then it will remove that
user from the deployment. The Entra security group is the source of truth in this deployment so the smart user
group has to match the Entra security group as closely as possible.

If there is a member in the Entra security group that is not in the Jamf smart user group, then it will modify the
extension attribute of that user and add them to the deployment.

Additionally, | have left in the code a lot of standard output to see what is happening as the script is running.
Basically a lot of echo commands so you can see what the script is doing. Those can be removed and cleaned up
for final deployment. For purposes of this example they have been left in there and | am also just running the
commands on the test server. This means only the variables with the prefix JAMF_TEST are the only relevant Jamf
related variables being used for this example.

Microsoft Entra
Ensure that you create an enterprise app registration in Microsoft Entra.

Secrets Needed:

Gather the following information for the secrtes you will need for the Microsoft Entra call:
GRAPH_APPLICATION_ID : The Application ID of your app registration

GRAPH_CLIENT_SECRET : Create a client secret for your registered app. Grab that secret and store it in the secrets
vault for your GitHub repository. Make sure it is a secret and not just a variable.

https://github.com/odra94/EntraUserBasedDeployment




Considerations

Processing only the necessary users

Reducing the number of API calls that need to
nappen to reduce load on servers

Reduce script run time as much as possible
Keep the workflow scalable and efficient




3) Jamf APl Request
Jamf

Server

4) Response from the
Jamf API

6) Make Modifications to
Jamf Server Using Jamf API

Workflow

1) Graph APl Request

Github Actions

2) Response from the
Graph API

5) Handle API
Requests

Github Actions

Microsoft
Entra




Removing a User From The Deployment

jamf_output.txt graph_output.txt

johndoe@email.com
mike@email.com
jimothy@email.com
bob@email.com

johndoe@email.com

Compare Files mike@email.com
bob@email.com

> diff jamf_output.txt graph_output.txt
3d2

<jimothy@email.com




Adding a New User To The Deployment

jamf_output.txt graph_output.txt

johndoe@email.com johndoe@email.com

mike@emz.;\il.com Compare Files 'r'nike@email.c.om
bob@email.com jimothy@email.com
bob@email.com

> diff jamf_output.txt graph_output.txt
2a3
> jimothy@email.com




What is Next for this Deployment?

* Defining an established interval to run this workflow
based on the security team’s needs

* Developing a Python version of this script that is
compatible with Microsoft Entra (Azure Functions) or AWS
(Lambda)

* Automating the population of the Entra security group

* Automating the removal of the application that was
deployed once a user is no longer in scope

* More robust error handling




ReEnroll - Automated Re-Enrollment

* This workflow is designed to automate the re-enrollment
process of devices into Jamf Pro

* The deployment is based on Jamf smart groups

* The Jamf smart groups are based off management
accounts and extension attributes

* The script uses Jamf APl to send commands and gather
device inventory information




ReEnroll - Goals

* The goal is to automate the process of re-enrolling a
device in Jamf Pro

* Verify the enrollment process is complete and
communicating with the Jamf server

* Verify if the LAPS enabled account exists and is valid

* Using swiftDialog, keep the end user informed on the
process




What is the tech stack?

e Jamf Pro server

e Jamf Pro API

e Shell

* swiftDialog




How ReEnroll Works?

* Enrollment Phase

* Gather device information using Jamf API

* Deploy Jamf Management Framework, Enrollment Invitation, or Profiles Renew —
Enrollment command

* Verify Jamf Communications
* Check JSS connection
* Policy Check-In
* Inventory Update

* Validate Jamf LAPS Account W
e Check for LAPS account b

* Verify LAPS password




End-User Experience

ReEnroll

[:/ Gathering Computer Information Complete 0

* Interactive
. A SWiftDia '.Og Wi n d ow Wi |.|. be @ Deploy Jamf Framework Complete 0
& 4 Jamf Connection Status Check 2 of 3 :-

displayed with progress and
information on the workflow & - sss Connection Connected @
Computer Name:
Checking ... -

- Policy Status
- ReEnroll ./ s

* Silent
nacoSersion: « Inventory Status

* The workflow will run silently in 1461
the background to not disturb the
e n d - u s e r Policies allow you to remotely automate common management tasks on managed computers.
Close @

Pending ...




What to Build




Jamf APl Account

* Jamf APl account must have
the appropriate API

p e rm iS S i O n S Settings : System > APl roles and clients

. < ReEnroll Account
* Depending on what

WO rkfl‘OW yo u Wa nt to Display name Display name for the API Client
accom p li S h ReEnroll Account

APl roles Assign roles to determine privileges for the client. Adding multiple roles combines their privileges.

e You can have more or less ReEnroll Account
APl permissions based on
your needs




ReEnroll Variables

IR EEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEREERENENEZ]
# Skip Check-In, LAPS Admin Account Username and User to Exempt/Target for Deletion Options
R EEEEEEEEEEEEEEEEEEEEEEREEREEEEREEEEEEEEEEEEERE:ESZE:.:E:;]

# Skip Jamf connection verification after enrollment

skipCheckIN="false" # [ false (default) | true ]

# Skip LAPS admin account verification after enrollment

skipLAPSAdminCheck="false" # [ false (default) | true ]

# LAPS admin account username (add the Jamf managed local admin account username here)

lapsAdminAccount="$6" # [ add the LAPS admin account username here
# Skip User Exemption/Targeted Deletion

skipAccountDeletion="false" # [ false (default) | true ]

# Define the exempt user list from being deleted (Add the username in quotes, with a space in between each)
exempt_users=("Shared" "Guest" "$loggedInUser") # [ add the exempt user list here ]

# Define the targeted user list to be deleted (Add the username in quotes, with a space in between each)

targeted_users=("$lapsAdminAccount" "anotherAccount" ) # [ add the targeted user list here ]

# Jamf Enrollment Invitation ID (https:/company.jamfcloud.com/enroll?invitation=1542270881__;!!KwNVnq) (Invitation ID in this example would be: 1542270881)
enrollmentInvitation="$7" # [ add the Invitation ID here ]

[ EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEREES,]
# ReEnroll Computers Options
[ EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEENEEEREES]

# Send redeploy Jamf Management Framework command

redeployFramework="true" # [ true (default) | false

# Send enrollment invitation command

sendEnrollmentInvitation="failure" # [ true | false | failure (default) ]
# Send profiles renew —-type command

renewProfiles="failure" # [ true | false | failure (default) ]




ReEnroll Varia

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREREEEEE:
# Launch Daemon information
IR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEE:

# Skip Launch Daemon after script completion

skipLaunchDaemon="false" # [ false (default) | true ]
# Launch Daemon information
organizationName="company" # [ add the organization name here ] #
organizationReverseDomain="com.company" # [ add the organization reverse domain here ]
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREENRER:ES:;

# Additional Settings

R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEX:

# Add additional logging

debugMode="false" # Debug Mode [ false (default) | verbose 1 Verbose adds additional logging

# Verify and Update Computer Site after enrollment

updateComputerSite="true" # Update Computer Site [ true (default) | false ]

# Move Computer to new Site

newComputerSiteID="" # Move Computer Site [ blank (default) 1 (Only used if updateComputerSite is true and newComputerSiteName is set)

IR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEERE:
# Swift Dialog Settings
IR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREREREEERE:

# Display a ReEnroll progress dialog

displayReEnrollDialog="$8" # Display ReEnroll Dialog [ true | false (default) ]

# Unattended Exit Options

unattendedExit="true" # Unattended Exit [ true | false (default) ]

# Unattended Exit Seconds

unattendedExitSeconds="30" # Number of seconds to wait until a kill Dialog command is sent




ReEnroll - Webhooks

‘v' Jamf ReEnroll Yesterday 6:53 PM

ReEnroll: ReEnroll without notification

Computer Name (Serial Number):

Computer Model: MacBook Pro

Current User: Andrew Barnett

Notification Status: ReEnroll without notification
ReEnrollment Method: Sending Silent Enrollment Invitation

Computer Record:

View in Jamf Pro




Jamf Extension Attributes

 Jamf Extension attributes to
keep inventory updated on
workflow

e Can be used to create
further Jamf smart groups

* Useful for further
troubleshooting of a device if
necessary

ReEnroll -

ReEnroll -

ReEnroll -

ReEnroll -

ReEnroll -

Status:

ReEnroll -

Status:

ReEnroll -

ReEnroll -

Computer Site:

Propery List:

ReEnroll Last Run Time:

ReEnroll Method:

ReEnroll Notification

ReEnroll Profiles Renew

ReEnroll Status:

ReEnroll Version:

Technology Services

ReEnroll Property List Exists

2025-02-18 18:39:25

Enrollment Invitation

No Notification

No Renew Profiles Dialog

Enrolled Device

1.61




Jamf Smart Group

 Smart Group Scope

* Jamf Management Accounts
on the device

* Device last check-in
(example: Last Check-In over
30 days)

* ReEnroll workflow completed

< No LAPS Admin Account




Things To Consider...

* If a device is on macOS 14 or higher and the profiles renew
command is sent but didn’t go through ADE, the device will get a
full screen enrollment prompt

* If you are attempting to add a LAPS enabled account, you will have
to use the enrollment invitation or profiles renew command

* If you decide to add a LAPS enabled account, and you have an
account being created in PreStage Enrollments. The two accounts
can not have the same username.




Future Development

* Manage using Configuration Profiles

* Automation using LaunchDaemon

* Scheduling for automation based on Configuration Profiles




Links to Repositories

* https://github.com/AndrewMBarnett/ReEnroll



https://github.com/odra94/EntraUserBasedDeployment

