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A comparison to simple authentication 

What is Microsoft Modern Auth 
(aka modern authentication)?

Step-by-step configuration from Microsoft Entra ID to 
Exchange Online to Jamf Pro

Microsoft configuration walkthrough

A comparison to simple authentication and Microsoft 
Modern Auth

What is Identity and Access Management?

Configure 
Jamf Pro SMTP 
for Microsoft Modern Auth 
and Google OAuth2

Step-by-step configuration from Google Workspace 
to Jamf Pro

Google configuration walkthrough

A comparison to simple authentication



Sending administrators and end users 
email from Jamf Pro



















What is Modern Auth?



What is Modern Auth? 

Simple Authentication

‣ This is what Jamf Pro uses today


‣ Basic username + password


‣ aka Single-Factor Authentication


‣ Every time credentials are sent to the 
server is an opportunity for a bad actor to 
intercept those credentials


‣ Susceptible to social engineering attacks

Modern Authentication

‣ Continuous and adaptive authentication


‣ Multi-factor Authentication 
Biometrics 
Types of activity 
IP address and Geography 
Times of the day or week


‣ Risk assessment engine


‣ Tokens instead of username + password



Simple authentication 

Jamf Pro Microsoft

Name and password

Come on in!



Modern authentication 

Jamf Pro Microsoft

Name and password

Token

Token + App ID + Client secret 

App Token



Walkthrough



Configure Jamf Pro SMTP 
to use Modern Auth
1. Create an app in Microsoft Entra ID for Jamf Pro to access (similar 

to a user account)


2. Create a mail-enabled security group in Microsoft Exchange 
Online


3. Use PowerShell to create a new service principal and new 
management role assignment


4. Configure SMTP server settings in Jamf Pro to use the Microsoft 
Graph API





1













 16 
thousand 
trillion 
trillion 
trillion 
trillion 
 years











2





















3







































4













5











Configure Jamf Pro SMTP 
to use Modern Auth
1. Create an app in Microsoft Entra ID for Jamf Pro to access 

(similar to a user account)


2. Create a mail-enabled security group in Microsoft Exchange 
Online


3. Use PowerShell to create a new service principal and new 
management role assignment


4. Configure SMTP server settings in Jamf Pro to use the 
Microsoft Graph API



WS

What is Google Identity 
and Access Management?



WS

September 30, 2024 
‘Third-party apps that use only a password 

to access Google Accounts and Google Sync 
will no longer be supported’



SMTP server adds Microsoft Modern Auth support

Simple authentication


• This is what Jamf Pro uses today


• Basic username + password


• aka Single-Factor Authentication


• Every time credentials are sent to the 
server is an opportunity for a bad actor to 
intercept those credentials


• Susceptible to social engineering attacks

Modern Auth


• Continuous and adaptive authentication


• Multi-factor Authentication 
Biometrics 
Types of activity 
IP address and Geography 
Times of the day or week


• Risk assessment engine


• Tokens instead of username + password



SMTP server adds Identity and Access Management support

Identity and Access Management


• Open Authorization protocol (OAuth 2.0)


• Multi-factor Authentication 
Biometrics


• Tokens instead of username + password

Modern Auth


• Continuous and adaptive authentication


• Multi-factor Authentication 
Biometrics 
Types of activity 
IP address and Geography 
Times of the day or week


• Risk assessment engine


• Tokens instead of username + password

Microsoft Google



SMTP server adds Identity and Access Management support

1. Create an project in Google IAM for Jamf Pro to 
access (similar to a user account with a password)


2. Enable the Gmail API for the new project


3. Configure SMTP server settings in Jamf Pro to use the 
Google Auth













































SMTP server adds Identity and Access Management support

1. Create an project in Google IAM for Jamf Pro to 
access (similar to a user account with a password)


2. Enable the Gmail API for the new project


3. Configure SMTP server settings in Jamf Pro to use the 
Google Auth



Q& A


