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Disclaimer

The views and opinions expressed in this talk are those of the speaker and
do not necessarily reflect the views or positions of any entities they

represent.



Joe Scalone is a Senior Solutions Architect at Yubico, committed to enhancing internet
security. He focuses on providing secure login solutions for everyone and supports
customers with Identity and Access Management (IAM) architectures to modernize
authentication processes. Joe collaborates with technical partners and researches
government regulations to develop specialized product architectures for the public
sector. He co-chairs the Government Deployment Working Group and the US
Government Deployment subgroup for the FIDO (Fast Identity Online) Alliance, where

he contributes to standardizing FIDO implementations for governments in the US and
globally.
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What is a Passkey?



Passkeys

Accelerating passwordless across individuals
and organizations

fido
FIDO
An open security standard
backed by the FIDO Alliance, a
group focused on moving away

from a password-based
system.




Passkeys O

Enabling a move away from passwords -

Passkey =

The relying party can identify a discoverable credential without knowing the user’s ID in advance, as the
user ID is embedded within the credential itself.

How passkeys are managed and used differentiate the “types” of passkeys.



The FIDO Alliance is an open industry association dedicated
to reducing the world’s reliance on passwords. To achieve
this goal, the FIDO Alliance advocates for the development

of and adherence to authentication and device attestation
standards.

FIDOZ2 is a secure, phishing-resistant, passwordless
authentication protocol built on WebAuthn and CTAP2.



Device / hardware bound passkey - A credential tied to a single
authenticator, such as a security key.

Synced / multi-device passkey- A credential that can be synced to
more than one device. iCloud or 1Password are example transport
mechanisms

Hybrid Mode - The ability to use passkeys from one platform to
another (Apple to Google for example)

Authenticator - A device that holds credentials, PINs, attestation
certificates and facilitates authentication

o Roaming - stores device bound passkeys

o Platform - stores multi device passkeys interacting with sync fabric

Attestation - A certificate specific to a device model that can
cryptographically prove that a user’'s authenticator is a particular
device



Passkey Credentials Classes

Synced passkeys Device-bound passkeys
(also referred to as hardware bound)
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Syncable Passkeys

Synced passkey credentials are stored within a specific ecosystem and can be copied to
approved devices like Apple's iCloud, Google, or 1Password.

Pros:

e Phishing-resistant authentication

e Limited attack surface: need to compromise service, user’s account, or sync fabric
e Credential automatically on device

e Credential recovery is managed by cloud service

cons:

Credential can only be used on owned devices

Credential currently cannot be synced across multiple ecosystems
Credentials are synced to devices on same account (i.e. family devices)
Cloud accounts are typically managed by the individual and not the company



Synced Passkeys can be copied

Passkey credential can be copied to other devices by design
Pros:

e FEasy to share credentials
e Can copy between ecosystems

Cons:

e A company has no control or visibility over a copied credential, leaving the user
to decide with whom to share it. Those shared users, in turn, can copy the
credential at will

e No restrictions on copying a credential, leading to potential loss of control over
credential management



Authenticator vs Credential



Authenticators are not credentials but create and control access to FIDO
credentials

Attestation provides cryptographic proof that the authenticator created and
controls the credentials.

Device attestation is only available for device bound authenticators.
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Platform / Password Manager

FIDO2 Credential 1

cloud service

FIDO2 Credential 1

FIDO2 Credential ]
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Credentials are synced but
not Authenticator information

/Authenticator 2 \

(PIN / biometric; )
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Back to Passkeys



Device bound | |]

—f

e Not copyable; stays on single
trusted device (authenticator)

e No device, no access

e Device attestation; highly
provable security

e Can meet AAL3

e Can meet FIPS Level 2

Syncable / Backup enabled /
Copyable

Copyable; can be copied to
other devices (ex. Air drop)
Syncable; can be synced to a
cloud account

No device attestation

Can meet AAL2 if designed
properly on AAL2 sync fabric
FedRAMP implications




Hybrid Transport

e Facilitates authentication and
registration of passkeys from one
device to another

e Leverages QR codes and Bluetooth
capability to securely facilitate
transfer

e Devices must be within BLE
(Bluetooth Low Energy) range




Other terms and concepts

Device Public Keys (DPKSs)

e A proposed extension to the WebAuthn specification that provides

information about the device storing the synced passkey
o DPKs do not control the syncing process but offer signals regarding the
device that holds the synced passkeys

Sync fabric

e The hardware and software behind the synchronization of passkeys
o Encompasses cross device and cross platform models
o Describes how synched credentials move from one authenticator to
another
o Different nodes do not need to be aware of each other



Support for Passkeys

e Expect all platforms, IDPs, and password managers to provide passkey

support and solutions
o Vendors will differentiate based on credential management

e Passkey Information

https://passkeys.directory/

https://fidoalliance.org/passkeys/

Google’s passkey talk at RSA

Devising Your Enterprise Authentication Strategy: Passkey Implementations and
Tradeoffs

Our Take on Passkeys - Vittorio Bertocci (Okta)

Yubico Passkey workshop

o O

O
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https://passkeys.directory/
https://fidoalliance.org/passkeys/
https://www.youtube.com/watch?v=knrEje81f68
https://resources.yubico.com/53ZDUYE6/at/4q6xspxfwgns6mw3b5f5qp8n/ESG-Showcase-Yubico-Passkeys-November-2022.pdf?format=pdf
https://resources.yubico.com/53ZDUYE6/at/4q6xspxfwgns6mw3b5f5qp8n/ESG-Showcase-Yubico-Passkeys-November-2022.pdf?format=pdf
https://auth0.com/blog/our-take-on-passkeys/
https://yubicolabs.github.io/passkey-workshop/docs/intro

Why use Passkeys?



Today attackers don’t hack in, they login

Yahoo Announces 500 Million Users Impacted by Data
Breach
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Now Oktapus gets access to some
DoorDash customer info via phishing
attack
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Holiday Inn hotels hit by cyber-
attack
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Twilio hackers
breached over 130
organizations during
months-long hacking
spree

Carly Page

= Ehe New Jork Times 2
Uber Investigating Breach of
Its Computer Systems

The company said on Thursday that it was
looking into the scope of the apparent hack.
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SolarWinds hackers have a clever way to
bypass multi-factor authentication

Hackers who hit SolarWinds ¢ oenised 4 think tank three separate thoes.
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DBIR

Data Breach Investigations Report

827

82% of breaches caused by
stolen credentials

Source: 2022 Verizon Data Breach Investigations Report



Phishing, the biggest threat vector today

Cyber crime reported most often

Phishing/Vishing/Pharming 323.972
Non-payment/Non-delivery
Personal data breach
Identity theft
Extortion

Confidence fraud/Romance

Source: Statista 2021




Worldwide Cost of Cybercrime in 2021



$6 Trillion USD



Breaches More laws/ Cybersecurity
regulations IS expensive



Passwordless

Phishing-resistant MFA as a bridge to passwordless

Phishable Phishing Resistant

SMS
Password Mobile Push
OTP

29



A Change in Mindset...



User-centric authentication

The next frontier of authentication

From

Phishing-resistant
authentication




Phishing-resistant user

Strong authentication that moves with the user

Across platforms Across devices
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Phishing-resistant users

Always secure as they live and work

e For every authentication task, the user uses
phishing-resistant MFA

e Easily register new devices without calls to
the help desk

e Work remotely without adding operational
and security risk to the enterprise

Phishing-resistant users create phishing-resistant enterprises
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Where are Passkeys used today?



Who has a passkey already?
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How to Passkey ?!1?



Securing the enterprise user

Enterprise users have different authentication needs

E 2
AP
- {JB\‘\“)

Security Keys Platform
Authenticators

Device Bound Authenticators built
Credentials with into your devices
Attestation




The passkey toolbox

Not everything is a hammer

Synced

(more focused on usability; less security)

O

0OS macOS
android

Platform

3rd Party
Application

» : Passkey
Providers

|
|\ DASHLANE

Device/Hardware Bound

(higher security assurance; not all are built equal)

== Microsoft
o Authenticator

Security Keys

O
L]

YubiKeys




Credential lifecycle management

Onboarding/ ‘ Credential ‘ Compliance,
registration recovery audit, risk
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Criticism and Misnomers of Passkeys

Too new

Vendor Lock-in

Does not stop every attack

Too complicated

Costly

Password manager is good enough

Single device reliance (device bound passkeys)
Not supported

MFA?

41
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If not to Passkey, then what?

Do nothing - keep using passwords
Stronger passwords

OTP

Phone App

Smart Cards

Smoke signals

Secret Handshake

42
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Critical Takeaways

O,

Passkeys represent a
“new” technology '
aimed at replacing

traditional passwords

O,

There are numerous
passkey solutions
available, so it's
essential to find the
one that best suits
your needs and
enterprise
requirements

O,

Ensure you
understand the
security properties for
all stages of the user
lifecycle and clearly
grasp risk
acceptance within
your enterprise

X]



Passkeys.org
Passkeys.io
Passkeys.dev

Q&A

Thank you!
joe.scalone@yubico.com

Learn more

Ebook
Synced passkeys and pitfalls
for the enterprise
yubi.co/syncedpasskeys

Ebook
Device-bound passkeys for the
enterprise
yubi.co/deviceboundpasskeys

44


http://yubi.co/syncedpasskeys
http://yubi.co/deviceboundpasskeys

PASSWORD SECURITY, A SHORT STORY...

| JUST FINISHED UPLOADING
ALL MY RESEARCH TO MY NEW
SECURE SERVER. YOU'LL NEVER
GUESS THE PASSWORD!

g3

Doy,

WATSON?

YOUR DOG'S NAME
IS WATSON? RIGHT?

/ i
ﬂ -
) Mg%

I'LL BE RIGHT BACK.

\\
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