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CIS and NIST standards recommend that users have a 
standard account for day to day work.  But when you need an 
admin account, you have options:

‣ Make a completely separate admin account


‣ Pester your IT team with remote hands every time


‣ Make a Jamf Self Service policy for every. little. thing.

Standard account, meet  
temporary admin rights.
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Separate permissions by groups

Fleet Administrators can assign different elevation 
durations to different groups. Group membership 
determined by cloud identity provider.  Elevation 
duration can also be set to 0 to prevent elevation.

Fleet Administrator Options

Reasons for elevation

Users provide a reason for elevation either from a pre-
defined list or can type a 200 character max free form 
reason.  Fleet administrators can use this to learn usage 
patterns and possibly automate away frequent requests.

Require cloud authentication

Verify the user has an active cloud identity provider 
login before elevation.  Events recorded in cloud IDP 
sign in logs.  Prevent unauthorized users from elevating.

Restrict number of elevations

Limit the number of elevations per month and prevent 
time tampering with clock adjustments from allowing 
additional elevations



Live Demo Time!
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