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Why GitOps

Device Management with Terraform

Save time - automation eiciency, fewer errors  

Reliability -  stable, predictable operations 

Auditability -  authoritativeness in change management



Principles

Device Management with Terraform

Git - store config & code in repositories  

CI/CD -  automation pipelines 

Review - merge requests as an agent of change
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Use Case: macOS device management
Utilize the best breed of open source tools

Osquery Server Santa Sync ServerDeclarative MDM Munki Server
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Our scope

Osquery Server Santa Sync ServerDeclarative MDM Munki Server Terraform Provider

.mobile
Config

.tf

Plan

Apply

Comprehensive Device Management
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Official Zentral Terraform provider

Resources described as Terraform HCL files

Standard configuration profiles in separate sub folder

Terraform configuration
Overview
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Terraform Provider



mSCP Demo

1. Transform baseline.yaml into a Terraform .tf File

2. Run Terraform apply in CI/CD Pipeline

3. Employ mSCP Compliance Checks with Zentral
macOS Security Compliance

Integrating Munki Compliance Checks
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Utilize a Build Pipeline in Terraform Cloud

Add New Resources for Osquery

Automate Configuration Changes with Git Commits

Observe Applied Changes in Zentral

GitOps with CI/CD
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Terraform Cloud Gitops



Dual Pipeline Strategy

GitLab-Based Pipelines (2 protected branches)

Utilizing 2 Zentral Environments (Production & Test)

Approval Process Setup (dual control)
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with protected branch &
approval merge request

Gitlab pipeline test/prod



Unlock the Rewards of GitOps

Leaving GUI behind is no walk in the park!

Safety nets are hard work

But we get plenty of rewards

Are toggle switches a thing of the past?
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Zentral

Approval Process

Git + CI/CD Data History

Install Software
MDM with Declarative
device managementManage Security Agents Automation

IdP / SCIM

Audit Changes

Metrics

Reports

Admin GUI

SW Update App ProvisioningIdentityHardening

www.zentral.com

http://www.zentral.com


Open codebase
https://github.com/zentralopensource/zentral
https://docs.zentral.io
https://registry.terraform.io

!
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Vendor Support with SLA

Leverage Best-In-Class Open Source Agents
Terraform-Powered Device Management
Pioneering GitOps Declarative MDM

www.zentral.com
#zentral - Macadmins Slack
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www.zentral.com

Thank you!


