
Microsoft Enterprise 
SSO Extension –
What’s New

Michael Epping
Senior Product Manager –
Microsoft Security CxE



Agenda

• What is Microsoft Entra
• Microsoft Enterprise SSO Extension 

General Availability
• Partner Integrations
• What’s Next
• Go Dos



What is Microsoft 
Entra



Microsoft Entra Product Family

Microsoft Entra ID

Microsoft Entra ID 
Governance

Microsoft Entra 
External ID

Microsoft Entra Verified ID

Microsoft Entra Permissions 
Management

Microsoft Entra Workload ID

Network Access

Microsoft Entra Internet 
Access

Microsoft Entra Private 
Access



Microsoft 
Enterprise SSO 
Extension General 
Availability



General Availability

� “When is it going GA” - this was 
the top question we received 
for years

� GA = April 10th, 2023
� Deployment guide: 

https://aka.ms/AppleSSO-
Intune



macOS GA

� Usage has grown greatly since 
GA
� Still lots of room for improvement

� Lots of bugs fixed both before 
and after GA

� Working with MDMs like Intune 
and Jamf to consider deploying 
SSO Extension by default



iOS GA

� Growth has been much slower 
on iOS

� Why…?
� Theory:
� SSO for mobile apps is less broken on iOS 

for some organizations
� Users use fewer web apps on iOS 

compared to macOS

� How does SSO work on iOS?
1. Authenticator App without SSO 

Extension present
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iOS GA

� Growth has been much slower 
on iOS

� Why…?
� Theory:
� SSO for mobile apps is less broken on iOS 

for some organizations
� Users use fewer web apps on iOS 

compared to macOS

� How does SSO work on iOS?
1. Authenticator App without SSO 

Extension present
2. SSO Extension present

� Users on iOS have better user 
experiences without the SSO 
Extension, fewer web apps, and 
more BYOD

� Orgs are under less pressure to 
fix user experience on iOS 
because its already better



iOS GA

� Deploy the SSO Extension for 
iOS anyways!
� Premier user experience
� Future features will require it, such as 

token binding



SSO Extension Troubleshooting Guide

� Helps you understand the inner 
workings of the SSO Extension 
and its logs

� Solve common issues without 
calling support

� Support is still there if you need 
it, of course



TLS Inspection

� This is the most common 
support issue by a huge margin

� Certain Apple hosts must be 
exempted from any TLS 
inspection/interception for SSO 
to work:
� app-site-association.cdn-apple.com
� app-site-association.networking.apple

https://support.apple.com/en-us/HT210060

https://support.apple.com/en-us/HT210060


Finding TLS Inspection - sysdiagnose



Finding TLS Inspection - Mac Evaluation Utility



Other Troubleshooting Steps

� Check for the existence of the 
Primary Refresh Token
� Note: the PRT will no longer appear in the 

keychain in the future w/ some PSSO 
configurations



Other Troubleshooting Steps

� Check for the existence of the 
Primary Refresh Token
� Note: the PRT will no longer appear in the 

keychain in the future w/ some PSSO 
configurations

� Check the SSO Extension logs

tail -F 
~/Library/Containers/com.microsoft.CompanyPorta
lMac.ssoextension/Data/Library/Caches/Logs/Micro
soft/SSOExtension/*



Other Troubleshooting Steps

� Check for the existence of the 
Primary Refresh Token
� Note: the PRT will no longer appear in the 

keychain in the future w/ some PSSO 
configurations

� Check the SSO Extension logs
� Validate the SSO Extension 

profile exists on the local client



Partner 
Integrations



Partner Improvements

� We’ve worked with Jamf and VMWare to greatly improve the user 
experience with their MDMs and ESSO



Partner Improvements

� We’ve worked with Jamf and VMWare to greatly improve the user 
experience with their MDMs and ESSO

� Also worked with Jamf to improve other things, like Jamf Connect 
integration with Conditional Access
� See our joint session with Sean Rabbitt from JNUC 2023



What’s Next



Platform SSO

� Public Preview coming soon
� Requires Ventura, but many 

improvements in Sonoma
� Password sync option
� Secure Enclave-based 

authentication option 
(equivalent to Windows Hello 
for Business)

� Smart Card option (Sonoma 
only) https://aka.ms/PSSO4MAC

https://aka.ms/PSSO4MAC


Shared Device Mode

� SDM is GA for Android
� iOS GA is coming soon
� 3rd party MDM support will come shortly 

after GA

� Same set of Microsoft apps will 
be supported for iOS and 
Android

� 3rd party apps will be 
supported, preferably will use 
MSAL

� What types of sign-in methods 
do you want for FLW workers?



Go Dos



Go Dos

� Deploy the SSO Extension
� Don’t forget about iOS!

� Use the SSO Extension to 
improve your MDM integration 
with Microsoft

� Get devices upgraded to 
Sonoma if you want PSSO

� Watch our JNUC session if you 
use Jamf products and 
Conditional Access
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