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Who am I?
● John Yang - Director of Corporate IT @Ramp
● Find me at Macadmins Slack



Why Passkeys?





Passwords + Traditional 2FA
alone are no longer account takeover
or phishing resistant.







Goal: Phishing resistance across desktop 
+ mobile … quickly, and cheaply





cost/complexityadoption

security



How can Passkeys solve 
this?

Also what is a passkey?



Passkeys can qualify as two factors in one

“(roaming authenticators)”

“bee/user”

“relying party” or RP

“private key”

“public 
key”

“biometric factor”

Something you have Something you are

https://www.w3.org/TR/webauthn-2/


Passkeys Adoption



This can be done in one week

● Testing for just IT

● Update New Hire onboarding to include 

● All Hands to entire company about Passkeys

● Hit the button (configure your IDP for webauthn/FIDO2 MFA as required)



Go on…

● We saved lots of money $50K 5ci = $75 + logistical headache 

(lost/stolen/new hire setup etc)

● 100% Adoption rate for 550 users in < 1 week   

● Reduce average time to login for organization from 63 hours in to 15 hours 

per month

● Most users have a compatible roaming authenticator already (their phone)





But what are some 
disadvantages to 
the current 
implementation for 
passkeys?

● Compromised user Google Workspace
account / Apple ID can cause a passkey
to be compromised

● Roaming authenticators implementation 
forces you to live in walled ecosystem, e.g. 
iCloud Keychain Sync/Google Password 
Manager 

● Lack of full support from 3rd Party Password 
Managers (for now!) 

● Not AAL3 compliant under current 
implementation, due to lack of adoption of 
device bound keys NIST BEE

Multi-factor 
cryptographic software 
authenticators 
SHOULD discourage 
and SHALL NOT 
facilitate the cloning of 
the secret key onto 
multiple devices.



Go on…

● Apple and Google Workspace have many chances for use to be notified and 

account recovery is strong:
○ Both require Pin code of a previously setup mobile device to setup password sync.

● Compromising a user’s Workspace/Apple ID is not impossible, but raises 

level of difficulty vs buying credentials + MFA attack. 

● Deprecates need for hardware tokens, while maintaining similar level of 

authentication assurance levels

● Most users have a compatible roaming authenticator already (their phone)



What if someone gets
a passkey who 
shouldn’t?

The biggest problem with Passkeys:



Passkeys + Dynamic Authentication 
policies can be a path to mitigate this 
problem.

Even if you don’t use Passkeys, you should still 

have risk based authentication policies!

PASS BEE



Let’s see how…



The “evil bee” scenario

“I don’t recognize this 
device, based on the 

last 20 successful 
authentications. Let’s 

see some ID”

“Different device, synced with
iCloud Keychain, has passkey”

“evil bee”
“relying party” or RP

“dynamic risk auth 
policy”



By stepping up, and forcing a user to 
provide additional factors, when a new 
device is detected at login, this mitigates 
the biggest risk of passkeys. 

Most IDPs support Risk based login approach, Okta, Ping. 

https://www.okta.com/identity-101/risk-based-authentication/
https://www.pingidentity.com/en/resources/identity-fundamentals/authentication/risk-based-authentication.html


A brief history of Apple Passkeys

PASS BEE

I’ve been talking about it for years!



Apple on 
Passkeys in 
2021



Apple on 
Passkeys in 
2022



Apple on Passkeys in 2023



● All updates have major asterisks.
○ Controls for which devices Passkeys are 

synced to
■ Requires Managed Apple ID

○ Controls on Passkey Creation
■ Only works if Relying Parties support it
■ Likely will take some time

Apple Update

https://developer.apple.com/videos/play/wwdc2023/10263/?time=552
https://developer.apple.com/videos/play/wwdc2023/10263/?time=552
https://developer.apple.com/videos/play/wwdc2023/10263/?time=582


● Note: Starting from Android 14, users will be 
able to opt to use third-party credential 
management apps to store their passkeys.

● As of May 2023, Chrome on macOS and 
Windows stores passkeys on the local device 
only.

Google Update



3rd Party Coming Soon!



Should I deploy passkeys?



cost/complexityadoption

security



Resources
● Lastpass Sec Incident Write Up
● Security update | Uber Newsroom
● Deploy passkeys at work - WWDC23 - Videos - Apple Developer
● Now in beta: Save and sign in with passkeys using 1Password in the browser
● Passwordless Authentication: Step into the Future with NordPass
● Take Your Security to the Next Level with Context-Based Authentication | Okta
● FIDO Alliance
● Passkeys.directory
● Risk-based Authentication | Ping Identity
● Risk-Based Authentication: What You Need to Consider | Okta
● Not All MFA Is Created Equal
● 2023 Data Breach Investigations Report | Verizon
● About the security of passkeys - Apple Support
● Factor Types and Authenticator Assurance Levels - an overview
● NIST Special Publication 800-63B
● Passkeys (Passkey Authentication)
● Say goodbye to passwords: The rise of Passkeys | OneLogin

https://support.lastpass.com/s/document-item?language=en_US&bundleId=lastpass&topicId=LastPass/incident-2-details.html&_LANG=enus
https://www.uber.com/newsroom/security-update
https://developer.apple.com/videos/play/wwdc2023/10263/
https://blog.1password.com/save-sign-in-passkeys-1password/
https://nordpass.com/passwordless/
https://www.okta.com/identity-101/context-based-authentication/
https://fidoalliance.org/
https://passkeys.directory/
https://www.pingidentity.com/en/resources/identity-fundamentals/authentication/risk-based-authentication.html
https://www.okta.com/identity-101/risk-based-authentication/
https://auth0.com/blog/not-all-mfa-is-created-equal/
https://www.verizon.com/business/resources/reports/dbir/
https://support.apple.com/en-us/HT213305
https://www.okta.com/sites/default/files/pdf/factor-assurance-levels.pdf
https://pages.nist.gov/800-63-3/sp800-63b.html
https://fidoalliance.org/passkeys/
https://www.onelogin.com/blog/say-goodbye-to-passwords-the-rise-of-passkeys


Thank you

June 2023 @johnyang linkedin/johnkyang


