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Jamf NOowW

#ask-detections
& Chad Brohan: Hey Dudes! Can we get some

assistance with this alert”? Customer wants to
know the system is clean. Can you take a look?
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Jamf NnOow

#ask-it
@ Dennis Menace: So...l need python installed

on EVERY computer in our fleet. The sooner
the better ® Merry Christmas Eve btw







| 0o Terminal — -zsh — 59x19

~ ) sudo aftermath
Collecting information...

COLLECTION




LN N Terminal — -zsh — 59x19

'~ ) sudo aftermath
Collecting information...
~ )  sudo aftermath —-analyze
Analyzing information...

ANALYSIS













KTCCServicelLiverpool
KTCCServiceMicrophone
KTCCServiceMicrophone
kTCCServiceMicrophone
kTCCServiceMicrophone
kTCCServiceMicrophone
KTCCServiceMicrophone
KTCCServiceMicrophone
KTCCServicePhotos
KTCCServicePhotos
KTCCServiceReminders
KTCCServiceReminders

KTCCServiceReminders

KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
kKTCCServiceSystemPoli...
KTCCServiceSystemPoli...

net.shinyfrog.bear
com.apple.garageband10
com.apple.iWork.Keynote
com.figure53.QLab.4
com.google.Chrome
com.tinyspeck.slackmacgap
org.mozilla.firefox
US.ZOOM.XO0S
com.apple.dt.Xcode
com.apple.iMovieApp
com.apple.dt.Xcode
com.culturedcode.ThingsMac
com.sublimetext.4
[Users/stuartashenbrenner/Library/Developer/Xcode...
com.apple.dt.Xcode
com.druva.inSync
com.github.atom
com.googlecode.iterm?2

com.microsoft.VSCode
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KTCCServiceReminders
kKTCCServiceReminders

KTCCServiceReminders

KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
KTCCServiceSystemPoli...
kTCCServiceSvstemPoli. ..

com.apple.dt.Xcode
com.culturedcode.ThingsMac

com.sublimetext.4

[Users/stuartashenbrenner/Library/Developer/Xcode...

com.apple.dt.Xcode

com.druva.inSync

com.github.atom
com.googlecode.iterm?2
com.microsoft.VSCode
com.mothersruin.SuspiciousPackageApp
com.parallels.desktop.console
com.sublimetext.4
com.tinyapp.TablePlus

net.kovidgoyal.calibre

[Users/stuartashenbrenner/Library/Developer/Xcode...
[Users/stuartashenbrenner/Library/Developer/Xcode...

[Users/stuartashenbrenner/Library/Developer/Xcode...

com.adobe.adobedigitaleditions.app

com.aoble ScrintEditor?
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https://www.patreon.com/objective_see

https://www.google.com/search”?g=how-+to+thank+objective+see

https://objective-see.com/products.html

https://www.google.com/search?qg=HELP+IM+INFECTED

https://pondzi.com/downloads.html
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https://www.google.com/search”?g=how-+to+thank+objective+see

https://objective-see.com/products.html

https://www.google.com/search?qg=HELP+IM+INFECTED

https://pondzi.com/downloads.htmi
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COLLECTION




OLLECTION

/Library/Application Support/com.apple. TCC/TCC.db
/Library/LaunchDaemons/com.jamf.protect.plist
/Library/LaunchAgents/com.virus.matttaylor.plist
~[Library/Safari/History.db
~[Library/Safari/Bookmarks.plist
/usr/lib/cron/tabs/
/Library/SystemExtensions/
/etc/emond.d/
log show -predicate "process == \"tccd\""

~[Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2

/var/db/launchd.db/com.apple.launchd/overrides.plist




OLLECTION

/Library/Application Support/com.apple. TCC/TCC.db

A /Library/LaunchDaemons/com.jamf.protect.plist
: /Library/LaunchAgents/com.virus.matttaylor.plist
1 ~/Library/Safari/History.db
| ~/Library/Safari/Bookmarks.plist
i /usr/lib/cron/tabs/
I /Library/SystemExtensions/
/etc/emond.d/

log show -predicate "process == \"tccd\""

~[Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2

/var/db/launchd.db/com.apple.launchd/overrides.plist




sss Services | Q Search [Option+S] B JAN ® Global v golby v

®

Amazon S3 > Buckets » protectdumpster

protectdumpster i

Objects Properties Permissions Metrics Management Access Points

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [/}

C Actions V¥ Create folder 4] upload

Q, Find objects by prefix

J Name Last modified v Storage class

] B Aftermath_H2WGCOQCQ6NY.zip i July 16, 2023, 22:34:44 (UTC-04:00) 103.0 MB Standard

@ CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences




o0 (] - <« ‘ [ )] E & github.com e LT]
[Z]_? ¥ main -+ @ jamfprotect / soar_playbooks / aftermath_collection /| aws_s3 /

README.md

SOAR Playbook - Aftermath Collection (AWS S3)

This SOAR playbook is provided to collect the output from an Aftermath Scan and upload it to an AWS S3 bucket.

¢ About Aftermath

Aftermath is a Swift-based, open-source incident response framework, available on Jamf's open source GitHub repository
(https://github.com/jamf/aftermath).

Aftermath can be leveraged by defenders in order to collect and subsequently analyze the data from the compromised host. When deploying
Aftermath via Jamf Pro, this script can be used in tandem with an Aftermath first run, ensuring the data is securely stored in a designated S3
bucket once an Aftermath collection is complete.

Workflow Steps

Steps to create the workflow:

Jamf Pro - Upload Aftermath.pkg and deploy to endpoints

Create aws_aftermath.pkg and upload to Jamf Pro

Jamf Protect - Analytics Smart Group Identifier configured

Jamf Pro - Create a Smart Group populated by Jamf Protect — Smart Groups Extension Attribute
Jamf Pro - Upload aftermath_collection.sh

Jamf Pro - Create Policies
o Aftermath Scan

o Aftermath Collect
n AWS Aftarmath Cradantiale

+

T Top

N
1l



ANALYSIS

-----------------------ﬂ

\4

/Library/Application Support/com.apple. TCC/TCC.db
/Library/LaunchDaemons/com.jamf.protect.plist
/Library/LaunchAgents/com.virus.matttaylor.plist
~/Library/Safari/History.db
~/Library/Safari/Bookmarks.plist
/usr/lib/cron/tabs/
/Library/SystemExtensions/
/etc/emond.d/
log show -predicate "process == \"tccd\""
~[Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2

/var/db/launchd.db/com.apple.launchd/overrides.plist
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Final Cut Pro

Professional post-production

2.2K RATINGS | AGE , CHART 4 DEVELOPER _ LANGUAGE 4 SIZE
a1 a+ #1 n EN 3.4
* % % %k | Years Old | Photo & Video | Apple | + 6 More | (e]:]

8

e
|BRE S -

[1 Mac

Final Cut Pro combines revolutionary video editing with powerful media organization and incredible performance to let you Apple
create at the speed of thought.

Revolutionary Video Editing Website ()

- The Magnetic Timeline uses advanced metadata and Clip Connections for faster, easier editing more Support @
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.' Safari File Edit View History Bookmarks Window Help = Thu Sep 15 12:49 PM

& 0 v < ) @ thepiratebay.org .

Final Cut Pro 10.6.2 MAS [TNT]

Files: 2 il ‘

Size: 3.17 GiB (3403296198 Bytes) Get Pirate Bay T
Uploaded:  2022-04-13 recommende E

By: Screen Shots

Get a VPN Now ©
Seeders: 29
Leechers: 0
Info Hash: E70160566967CF206396BD54B965B7E9C42BE472

DOWNLOAD &

M GET THIS TORRENT >» DOWNLOAD ANONYMOUSLY

Final Cut Pro 10.6.2 MAS [TNT]

M GET THIS TORRENT >» DOWNLOAD ANONYMOUSLY













<4 jamf | PRO

g Computers : Policies

Computers  Devices <« Aftermath Runner

Options Scope Self Service User Interaction l ’ Show in Jamf Pro Dashboard

Search Inventory

Licensed Software

Scripts
1 Script

Search Volume Content . [ General

Policies :
Maintenance

Configuration Profiles Configured

Restricted Software
Mac Apps
Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

O I M U E4

@ Collapse Menu History Logs Clone Delete Edit







~ ) sudo aftermath ——deep ——pretty




(O o aftermath '\szw

2022-09-20T14:01:19Z — Firefox.swift — Collecting Firefox browser information...
2022-09-207T14:01:19Z — Chrome.swift — Collecting Chrome browser information...
2022-09-20T14:01:20Z — Safari.swift — Collecting Safari browser information...
2022-09-20T14:01:30Z - Slack.swift — Collecting Slack information
2022-09-20T14:01:30Z — CommonDirectories.swift — Capturing data from common dire

ctories...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the files in the tmp di
rectory...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the file names 1in the T
rash...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the file paths of Downl
oads directory

2022-09-20T14:01:30Z — FileWalker.swift — Crawling directories for modified and
accessed timestamps

2022-09-20T14:01:30Z - FileWalker.swift — Performing a deep scan...
2022-09-20T14:01:30Z - FileWalker.swift — Scanning requested directories...
2022-09-20T14:01:30Z — FileWalker.swift — Collecting metadata from file in /tmp
2022-09-20T14:01:30Z — FileWalker.swift — Collecting metadata from file in /opt
2022-09-20T14:01:32Z — FileWalker.swift — Collecting metadata from file in /Libr

ary/LaunchDaemons

2022-09-20T14:01:327Z — FileWalker.swift — Collecting metadata from file in /Libr
ary/LaunchAgents

2022-09-20T14:01:32Z — FileWalker.swift — Collecting metadata from file in /User
s/stuartashenbrenner



(O o aftermath '\szw

2022-09-20T14:01:19Z — Firefox.swift — Collecting Firefox browser information...
2022-09-207T14:01:19Z — Chrome.swift — Collecting Chrome browser information...
2022-09-20T14:01:20Z — Safari.swift — Collecting Safari browser information...
2022-09-20T14:01:30Z - Slack.swift — Collecting Slack information
2022-09-20T14:01:30Z — CommonDirectories.swift — Capturing data from common dire

ctories...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the files in the tmp di
rectory...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the file names 1in the T
rash...

2022-09-20T14:01:30Z — CommonDirectories.swift — Writing the file paths of Downl
oads directory

2022-09-20T14:01:30Z — FileWalker.swift — Crawling directories for modified and
accessed timestamps

2022-09-20T14:01:30Z - FileWalker.swift — Performing a deep scan...
2022-09-20T14:01:30Z - FileWalker.swift — Scanning requested directories...
2022-09-20T14:01:30Z — FileWalker.swift — Collecting metadata from file in /tmp
2022-09-20T14:01:30Z — FileWalker.swift — Collecting metadata from file in /opt
2022-09-20T14:01:32Z — FileWalker.swift — Collecting metadata from file in /Libr
ary/LaunchDaemons

2022-09-20T14:01:32Z — FileWalker.swift — Collecting metadata from file in /Libr
ary/LaunchAgents

2022-09-20T14:01:32Z — FileWalker.swift — Collecting metadata from file in /User
s/stuartashenbrenner

b




Favorites

) AirDrop

() Recents
/. Applications
.| Desktop
() Downloads

| Movies

| matt.benyo
B C

| scripts

| projects

iCloud
") iCloud Drive

(Y Documents
(-] Desktop
=9 Shared

Locations

1 goldbug

e

I o000

| Apple pres...

) hexley's Ma...

{  DiagnosticReports L

Name
& ScreenSavertngine_2022-09-10-083833_goldbug.wakeups_resource.diag
B DifferentialPrivacy_2022-09-10-082945_goldbug.dpsub
B com.apple.WebKit.GPU_2022-09-09-152419_goldbug.wakeups_resource.diag
B logd_2022-09-09-105221_goldbug.diag
B aftermath_2022-09-08-154723_goldbug.diag
B com.apple.WebKit.Networking_2022-09-08-202132_goldbug.diag
B disk writes_2022-09-09-110412_goldbug.diag
B nsurlsessiond_2022-09-08-163316_goldbug.diag
B awdd_2022-09-09-095347-1_goldbug.awd
B awdd_2022-09-08-210157_goldbug.awd
B awdd_2022-09-09-114658_goldbug.awd
B awdd_2022-09-08-170024_goldbug.awd
B awdd_2022-09-09-031724_goldbug.awd
B awdd_2022-09-08-192556_goldbug.awd
B awdd_2022-09-09-134412_goldbug.awd
B awdd_2022-09-08-154316_goldbug.awd
B awdd_2022-09-09-095347_goldbug.awd
B com.apple.WebKit.GPU_2022-09-09-133216_goldbug.wakeups_resource.diag
B ScreenSaverEngine_2022-09-09-131121_goldbug.wakeups_resource.diag
B DifferentialPrivacy_2022-09-09-124636_goldbug.dpsub
B com.apple.WebKit.GPU_2022-09-09-081505_goldbug.wakeups_resource.diag
B Slack_2022-09-08-150202_goldbug.wakeups_resource.diag
B Slack Helper (Renderer)_2022-09-08-145650_goldbug.wakeups_resource.diag
B com.jamf.protect.security-extension_2022-09-08-135829_goldbug.diag
B awdd_2022-09-08-134302_goldbug.awd
B awdd_2022-09-08-123852_goldbug.awd
B ScreenSaverEngine_2022-09-08-113211_goldbug.wakeups_resource.diag

G

Date Modified

Sep 10, 2022 at 8:38 AM
Sep 10, 2022 at 8:29 AM

Sep 9, 2022 at 3:24 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 2:29 PM
Sep 9, 2022 at 1:32 PM
Sep 9, 2022 at 1:11 PM

Sep 9, 2022 at 12:46 PM

Sep 9, 2022 at 8:15 AM
Sep 8, 2022 at 3:02 PM
Sep 8, 2022 at 2:56 PM
Sep 8, 2022 at 2:56 PM
Sep 8, 2022 at 2:56 PM
Sep 8, 2022 at 2:56 PM
Jan 1, 1970 at 12:00 AM

QO ©v

Q Search

v  Size

22/ KB
3 KB
255 KB
81 KB
6 KB
103 KB
295 KB
91 KB
3 KB
76 KB
76 KB
76 KB
76 KB
75 KB
76 KB
76 KB
51 KB
284 KB
256 KB
3 KB
228 KB
39 KB
74 KB
63 KB
76 KB
76 KB
157 KB

Kind

Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document
Document




Sep 8, 2022 at 2:56 PM
Sep 8, 2022 at 2:56 PM
Sep 8, 2022 at 2:56 PM

Sep 8, 2022 at 2:56 PM
Jan 1, 1970 at 12:00 AM




[ 2:12PM ] [ hexleyPhexleys-Mac-mini:~ |
$ sudo aftermath —-pretty -o ~/Desktopl









~ ) sudo aftermath -—analyze ~/Desktop/aftermath_collection/Aftermath_hexley’'s\
Mac\ mini_2022-09-15T18_15_39Z.zip —prettyj]




Standardizing Timestamps

Chrome history 2022-06-07 13:51:30
Install history 2022-06-07 13:51:30 UTC
Install log 2022-06-07113:51:30-07
XProtectRemediator log 2022-06-07113:51:30.381439-0700
System log 07 13:51:30
File metadata (epoch) 1654609890.475343
LSQuarantine (Mac absolute time)  676302690.475343












/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z
com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z
com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z
org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z
org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z
com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z
com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z
com.figure53.QLab.4 camera denied userConsent 2022-08-19122:34:247
com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T1T22:34:227
com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z




/Library/Objective-See/RansomWhere/RansomWhere

client

2021-01-16T23:50:13Z

com.objective-see.blockblock

2021-01-16T23:44:152

com.apple.iWork.Keynote

2022-09-15T21:22:05Z

org.mozilla.firefox

2022-09-13123:02:16Z

org.mozilla.firefox

2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp

2022-09-08T20:50:29Z2

com.apple.PlaygroundsMac

2022-08-31T17:35:03Z

com.figure53.QLab.4

2022-08-19T1T22:34:247

com.figure53.QLab.4

2022-08-19T1T22:34:227

com.github.atom

2022-08-16T18:01:36Z



service

fda 2021-01-16T23:50:13Z

fda 2021-01-16T23:44:15Z
addressBook 2022-09-15T21:22:05Z
microphone 2022-09-13T23:02:16Z
camera 2022-09-13123:02:15Z
desktopFolder 2022-09-08T20:50:29Z7
icloud 2022-08-31T17:35:03Z
camera 2022-08-19122:34:247
microphone 2022-08-19122:34:227
desktopFolder 2022-08-16118:01:36Z




auth value

allowed 2021-01-16T23:50:13Z
allowed 2021-01-16T23:44:152
allowed 2022-09-15T21:22:05Z
allowed 2022-09-13123:02:16Z
allowed 2022-09-13T23:02:15Z
denied 2022-09-08T20:50:29Z2
allowed 2022-08-31T17:35:03Z
denied 2022-08-19T1T22:34:247
allowed 2022-08-19T1T22:34:227
allowed 2022-08-16T18:01:36Z




auth reason

servicePolicy 2021-01-16T23:50:13Z

systemSet 2021-01-16T23:44:15Z

userConsent 2022-09-15T21:22:05Z

userConsent 2022-09-13123:02:16Z

userConsent 2022-09-13T23:02:15Z

userConsent 2022-09-08T20:50:29Z

servicePolicy 2022-08-31T17:35:03Z

userConsent 2022-08-19T122:34:247

userConsent 2022-08-19122:34:227

userConsent 2022-08-16118:01:36Z




last modified

2021-01-16T23:50:13Z

2021-01-16T23:44:152

2022-09-15T21:22:05Z

2022-09-13123:02:16Z

2022-09-13123:02:15Z

2022-09-08T20:50:29Z2

2022-08-31T1T17:35:03Z

2022-08-19T1T22:34:247

2022-08-19T1722:34:227

2022-08-16T1T18:01:36Z




/Library/Objective-See/Ransom\Where/RansomWhere

fda

allowed

servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed  systemSet 2021-01-16T123:44:15Z
com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T721:22:05Z7
org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z
org.mozilla.firefox camera allowed userConsent 2022-09-13T123:02:15Z
com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:297
com.apple.PlaygroundsMac icloud allowed  servicePolicy 2022-08-31T17:35:03Z
com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z7

com.figure53.QLab.4

microphone

allowed

userConsent 2022-08-19T22:34:227

com.github.atom

desktopFolder

allowed

2022-08-16T18:01:36Z

userConsent
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2022-09-15T17:56:21

modified /Users/hexley/Library/Application Support/Transmission/Transfers.plist
2022-09-15T17:56:08 |accessed /Users/hexley/Library/Application Support/AddressBook/AddressBook-v22.abcddb-
2022-09-15T17:56:08 |accessed /Users/hexley/Library/Application Support/AddressBook/Sources/
2022-09-15T17:56:08 'modified /Users/hexley/Library/Application Support/AddressBook/Metadata/.info
2022-09-15T17:56:06 'modified /Users/hexley/Library/Application Support/AddressBook/Sources/
2022-09-15T17:55:57 |accessed /Users/hexley/Library/Application Support/AddressBook/Metadata/3EB52CD2-
2022-09-15T17:55:57 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/28FEFODE-
2022-09-15T17:55:57 <modified /Users/hexley/Library/Application Support/AddressBook/Metadata/
2022-09-15T17:54:59 PROCESS 68184 1 68184 0 /System/Library/PrivateFrameworks/PhotoAnalysis.framework/
2022-09-15T17:49:56 birth /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/Final Cut Pro 10.6.2 MAS
2022-09-15T17:49:56 <modified /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/README.TXT
2022-09-15T17:49:40 modified /Users/hexley/Library/Application Support/Transmission/Torrents/
2022-09-15T17:49:25 |accessed /Users/hexley/Downloads/.DS_Store
2022-09-15T17:49:22 | PROCESS 68013 1 67181 0 /System/Library/Frameworks/Metal.framework/Versions/A/
2022-09-15T17:49:21 PROCESS 68010 1 67181 0 /System/Library/Frameworks/QuickLookUIl.framework/Versions/A/
2022-09-15T17:49:21 | PROCESS 68009 1 67181 0 /System/Library/Frameworks/AppKit.framework/Versions/C/
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https://thepiratebay.org/description.php?id=58223349

2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rW/routerinfo-wlvLTRxzfESRuUYASTb7BW
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rW/routerinfo-wOWthzXjmK-tKCmugMY ~
2022-09-15T18:06:49 birth /Users/hexley/Library/Application Support/i2pd/netDb/rP/routerinfo-pZIOFNjQMCOWAITZuYot4l
2022-09-15T18:06:49 Dbirth /Users/hexley/Library/Application Support/i2pd/netDb/rP/routerinfo-pPMsFrWitc1g11JeayBxUS.
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerIinfo-YrOIQWv11AFqgl8aVZmv5u6
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerinfo-yw4r9bLBXKHgMcoM8RBZ
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerinfo-yzLdw2NzV0Z-YgKJOGBCNS
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerlinfo-24DCe769g3UR|fvgftkzZJXDe
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerlnfo-28peP5T4-HVoymOBCcEZOE
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerinfo-2141G1FIhDUlIe9aTs320Bn4Y
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerinfo-274TSmg2KH2DRg2AMdgtl
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerinfo-~KhbQ2bvyrBUDYRDIDaj8L
2022-09-15T18:06:49 Dbirth /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~Xovx4wqg1skFxtcAHkUQqsOIt
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerlnfo-~K3ATN1Hg1GRRxoTAmMnn
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerlnfo-~O9kY8c33ySCuGznlLhx66/
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerinfo-~TeFi-UwNBOLy4m2fNPQXx!
2022-09-15T18:06:06 tcc allowed photos photos
2022-09-15T18:06:06 accessed /Users/hexley/Library/Application Support/com.apple. TCC/TCC.db

2022-09-15T18:05:40 modified /Users/hexley/Library/Application Support/i2pd/transparent

2022-09-15T18:05:39 PROCESS 69031 1 69031 0 unknown

2022-09-15T18:05:39 modified /Users/hexley/Library/Application Support/i2pd/i2pd.pid

2022-09-15T18:05:39 modified

/Users/hexley/Library/Application Support/i2pd/router.keys



http://router.info

Invisible Internet Protocol:

Network without borders

We are building network which helps people to communicate and share information without restrictions.

Free from censorship. Free from privacy violations.

Download

All downloads  Android app |I2PdBrowser bundle

Documentation

i2pd (I12P Daemon) is a full-featured C++ implementation of I12P client
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'schema_version': 1,
"mach_time": 40410905529,
"event_type": 20,
"thread":

{
}

"version': 7,
'seq_num": 0,
"event":

{

"thread 1d": 67050

"mmap"
{
"flags": 262146,
"file_pos": 0,
"source":
{
"path™: "/usr/lib/pam/pam_smartcard.so.2",

"stat'':
I



28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

A

}

- B.LU u U'

"st_ino": 1152921500312436631,

"st_birthtimespec": "2023-06-15T10:08:29.000000000Z2",

"st_flags': 524320,

"st nlink": 1,

"st_mtimespec": "2023-06-15T10:08:29.000000000Z2",

"st_ctimespec”: "2023-06-15T10:08:29.000000000Z2",

"st_size': 357264,

"st_gen": 0,

"'st mode'': 33060,

"st_atimespec': "2023-06-15T10:08:29.0000000002"
}

"path_truncated": false

"max_protection': 3,
"protection”: 1

B A 4% & »

1 '2023-07-18T19:57:49.5337387202",



https://github.com/jamf/aftermath



https://github.com/jamf/aftermath
MacAdmins: @stuartjash, @benyo

Third Requirement:

This Is not specifically mentioned In the policy, but follows the spirit of what
Jamf Is trying to accomplish with an Open Source Policy. This is a public

repository representing Jami. As such, a well crafted README Is required

before publishing. | cannot imagine an alien holding a decapitated human

head IS appropriate to represent Jamf




