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#ask-detections
now

Chad Brohan: Hey Dudes! Can we get some
assistance with this alert? Customer wants to
know the system is clean. Can you take a look?
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#ask-it
now

Dennis Menace: So…I need python installed 
on EVERY computer in our fleet. The sooner 
the better 😬 Merry Christmas Eve btw





sudo aftermath 
Collecting information…

COLLECTION



Collecting information…
sudo aftermath 

sudo aftermath —-analyze 
Analyzing information…

ANALYSIS



COLLECTION





“Malware”
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2022-09-10T10:30:13 https://www.google.com/search?q=how+to+thank+objective+see

2022-09-10T10:06:38 https://objective-see.com/products.html
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/Library/Application Support/com.apple.TCC/TCC.db

/Library/LaunchDaemons/com.jamf.protect.plist

/Library/LaunchAgents/com.virus.matttaylor.plist

~/Library/Safari/History.db

~/Library/Safari/Bookmarks.plist

/usr/lib/cron/tabs/

/Library/SystemExtensions/

/etc/emond.d/

log show -predicate "process == \”tccd\""

~/Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2

/var/db/launchd.db/com.apple.launchd/overrides.plist
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/Library/Application Support/com.apple.TCC/TCC.db
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STORYLINESTORYLINE











sudo aftermath 



sudo aftermath 



















ANALYSIS







2022-06-07T13:51:30-07

Jun 07 13:51:30
2022-06-07T13:51:30.381439-0700

1654609890.475343
676302690.475343

2022-06-07 13:51:30
2022-06-07 13:51:30 UTC

Install log

System log
XProtectRemediator log

File metadata (epoch)
LSQuarantine (Mac absolute time)

Chrome history
Install history

Standardizing Timestamps









tcc

/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z

TCC
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com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z

client
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/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z
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/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z

auth value
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/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z

auth reason



tcc

/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z

last modified
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/Library/Objective-See/RansomWhere/RansomWhere fda allowed servicePolicy 2021-01-16T23:50:13Z

com.objective-see.blockblock fda allowed systemSet 2021-01-16T23:44:15Z

com.apple.iWork.Keynote addressBook allowed userConsent 2022-09-15T21:22:05Z

org.mozilla.firefox microphone allowed userConsent 2022-09-13T23:02:16Z

org.mozilla.firefox camera allowed userConsent 2022-09-13T23:02:15Z

com.mothersruin.SuspiciousPackageApp desktopFolder denied userConsent 2022-09-08T20:50:29Z

com.apple.PlaygroundsMac icloud allowed servicePolicy 2022-08-31T17:35:03Z

com.figure53.QLab.4 camera denied userConsent 2022-08-19T22:34:24Z

com.figure53.QLab.4 microphone allowed userConsent 2022-08-19T22:34:22Z

com.github.atom desktopFolder allowed userConsent 2022-08-16T18:01:36Z
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2022-09-15T17:56:33 PROCESS 68265 1 18766 0 /System/Library/Frameworks/VideoToolbox.framework/Versions/A/
XPCServices/VTDecoderXPCService.xpc/Contents/MacOS/VTDecoderXPCService2022-09-15T17:56:21 modified /Users/hexley/Library/Application Support/Transmission/Transfers.plist

2022-09-15T17:56:08 accessed /Users/hexley/Library/Application Support/AddressBook/AddressBook-v22.abcddb-
shm2022-09-15T17:56:08 accessed /Users/hexley/Library/Application Support/AddressBook/Sources/
32ED3F48-3CBA-4504-A7F9-1E859FDB100E/Metadata/.info2022-09-15T17:56:08 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/.info

2022-09-15T17:56:06 modified /Users/hexley/Library/Application Support/AddressBook/Sources/
32ED3F48-3CBA-4504-A7F9-1E859FDB100E/SyncAnchor2022-09-15T17:55:57 accessed /Users/hexley/Library/Application Support/AddressBook/Metadata/3EB52CD2-
FEF2-4882-A184-BE3D98972217:ABPerson.abcdp2022-09-15T17:55:57 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/28FEF9DE-
DA40-48A2-A23A-E1DC761F72EF:ABInfo.abcdi2022-09-15T17:55:57 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/
7A42EFD6-999E-4763-A6F5-77E3BB793807:ABPerson.abcdp2022-09-15T17:54:59 PROCESS 68184 1 68184 0 /System/Library/PrivateFrameworks/PhotoAnalysis.framework/
Versions/A/Support/photoanalysisd2022-09-15T17:49:56 birth /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/Final Cut Pro 10.6.2 MAS 
[TNT].dmg2022-09-15T17:49:56 modified /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/README.TXT

2022-09-15T17:49:40 modified /Users/hexley/Library/Application Support/Transmission/Torrents/
e70160566967cf206396bd54b965b7e9c42be472.torrent2022-09-15T17:49:25 accessed /Users/hexley/Downloads/.DS_Store

2022-09-15T17:49:22 PROCESS 68013 1 67181 0 /System/Library/Frameworks/Metal.framework/Versions/A/
XPCServices/MTLCompilerService.xpc/Contents/MacOS/MTLCompilerService2022-09-15T17:49:21 PROCESS 68010 1 67181 0 /System/Library/Frameworks/QuickLookUI.framework/Versions/A/
XPCServices/QuickLookUIService.xpc/Contents/MacOS/QuickLookUIService2022-09-15T17:49:21 PROCESS 68009 1 67181 0 /System/Library/Frameworks/AppKit.framework/Versions/C/
XPCServices/com.apple.appkit.xpc.openAndSavePanelService.xpc/Contents/MacOS/2022-09-15T17:48:58 safari_history https://www.opera.com/gx?utm_content=2923_c25be22e-ac35-4bba-
a2b8-212f01034d26&utm_source=PWNgames&utm_medium=pa&utm_campaign=PW2022-09-15T17:48:56 safari_history https://engine.spotscenered.info/fp.engine?id=7bc53178-2459-465f-89da-
ef20728fa357&rand=undefined&ver=async&time=300&referrerUrl=&subId=&tid=&abr=f2022-09-15T17:48:56 safari_history https://engine.spotscenered.info/Redirect.eng?
MediaSegmentId=70447&dcid=1_ctx_6b70dff6-52d2-4e91-8745-4d37970da4b5&vmI2022-09-15T17:48:55 PROCESS 67985 1 60028 0 /System/Library/Frameworks/Metal.framework/Versions/A/
XPCServices/MTLCompilerService.xpc/Contents/MacOS/MTLCompilerService2022-09-15T17:48:52 safari_history about:blank

2022-09-15T17:48:42 safari_history https://thepiratebay.org/description.php?id=58223349

https://www.opera.com/gx?utm_content=2923_c25be22e-ac35-4bba-a2b8-212f01034d26&utm_source=PWNgames&utm_medium=pa&utm_campaign=PWN_US&utm_id=588f20421dd044b894a05e7f5633db21&edition=std-1
https://engine.spotscenered.info/fp.engine?id=7bc53178-2459-465f-89da-ef20728fa357&rand=undefined&ver=async&time=300&referrerUrl=&subId=&tid=&abr=false&stdTime=-360&res=1920x1080&fpe=1&curl=https%3A%2F%2Fthepiratebay.org%2Fdescription.php%3Fid%3D58223349&kw=&spt=0
https://engine.spotscenered.info/Redirect.eng?MediaSegmentId=70447&dcid=1_ctx_6b70dff6-52d2-4e91-8745-4d37970da4b5&vmId=00000000-0000-0000-0000-000000000000&abr=false&timeZoneOffset=-360&dst=True&v=efmS2QSgDOUKnqOPABLYQD-jYGyjc4rGEHpAW6kd5xGGhe9dMMUHcx8WSMrZCaGwzjY4dVTMbjtQMzwl0W3L-psNtFtfJQje5-Fpb5wIQEprCntBdF6qurYJJqG1o1_VBsQkiqLZsuVUoumplzlyMnUpKEqGoyjsWHtjh5tDy4CpNt8jIVq3k-Oeim09yG5hbC8QRnzo6GaGi0_JCnJu2jo-XeGK4VaTavL6bIfOsNZ1i20iiJrq0dRc9ylaVRHYxiG4RWZIIdcWBGLsrnfyJdWg6d4rU8hbcKVdtdHYiBH5cefnmolnfK_YjsJ1xI_QUEsM83rcuChXJji_pYsqDYGFr3MoeD3UlTDg9P28U95AA0ClXkcAXIOR-kAcj8LdbDj8Z19WFkegodHjnisLxODu8NJasVBvOTufadOci-oygZzeSrU980cVccbILkvYxWbwRCgTHMrohKtHlq3h9VDSr2mwaPLkZCFZXcaE_9A-W7vsrKtG6Nk9vsApGEIc1_2TIbp6iUmk-72qz4uz3bX1T-o5v1JLLcKMOFSkEIDuUeNHtLGO-je1UWGW5GXi7CKrlhYiyyTt1SWTwVO7D0k0KZRUwmyfRZmSXjT5_A0cYweh6bbxr2RjcwP5YQsFbfLQdpSF_VhWlbiq4JW99Mh4dwm6xGhgniywnYV12PNbHE8ZkAEvM3mH7eEPh17Kb7vm_23rOU0ng6m4GOtV_mdzc4p1RME_7OGYXJblv7z7CtiNsUaJdovQFoM_1mz41tbPAu0HG71iUvItE2ek2FxxitLmLBbh5rYXowU-av7K1kTLQvjRE41f9MfojgPsVGRGc7lo1bkILUDgln2RpY31tQSz71e1ys1VcaXuVUoZjySsFS6b9y2txwN-c069UDRUEd1r2q4RuBKLt3xuTmNQW9rqzaYpoywmkz1wRMpfAw3IY39fDZSsx8DxIOl1lw8LnQEzQqmVYOs4hg5TmsbECZ2xo2ZSNrSP-dXhHlyO7x7eUiGvcaizoZwLoWf30&kw=&mw=1024&mh=768&res=1920x1080&spt=0&kw=
https://thepiratebay.org/description.php?id=58223349


2022-09-15T17:56:33 PROCESS 68265 1 18766 0 /System/Library/Frameworks/VideoToolbox.framework/Versions/A/
XPCServices/VTDecoderXPCService.xpc/Contents/MacOS/VTDecoderXPCService2022-09-15T17:56:21 modified /Users/hexley/Library/Application Support/Transmission/Transfers.plist

2022-09-15T17:56:08 accessed /Users/hexley/Library/Application Support/AddressBook/AddressBook-v22.abcddb-
shm2022-09-15T17:56:08 accessed /Users/hexley/Library/Application Support/AddressBook/Sources/
32ED3F48-3CBA-4504-A7F9-1E859FDB100E/Metadata/.info2022-09-15T17:56:08 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/.info

2022-09-15T17:56:06 modified /Users/hexley/Library/Application Support/AddressBook/Sources/
32ED3F48-3CBA-4504-A7F9-1E859FDB100E/SyncAnchor2022-09-15T17:55:57 accessed /Users/hexley/Library/Application Support/AddressBook/Metadata/3EB52CD2-
FEF2-4882-A184-BE3D98972217:ABPerson.abcdp2022-09-15T17:55:57 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/28FEF9DE-
DA40-48A2-A23A-E1DC761F72EF:ABInfo.abcdi2022-09-15T17:55:57 modified /Users/hexley/Library/Application Support/AddressBook/Metadata/
7A42EFD6-999E-4763-A6F5-77E3BB793807:ABPerson.abcdp2022-09-15T17:54:59 PROCESS 68184 1 68184 0 /System/Library/PrivateFrameworks/PhotoAnalysis.framework/
Versions/A/Support/photoanalysisd2022-09-15T17:49:56 birth /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/Final Cut Pro 10.6.2 MAS 
[TNT].dmg2022-09-15T17:49:56 modified /Users/hexley/Downloads/Final Cut Pro 10.6.2 MAS [TNT]/README.TXT

2022-09-15T17:49:40 modified /Users/hexley/Library/Application Support/Transmission/Torrents/
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2022-09-15T18:06:49 birth /Users/hexley/Library/Application Support/i2pd/netDb/rP/routerInfo-pZlOFnjQmCOWAlTZuYot4DrP4qGF5tmz2BwrG~tm7U8=.dat
2022-09-15T18:06:49 birth /Users/hexley/Library/Application Support/i2pd/netDb/rP/routerInfo-pPMsFrWtc1q11JeayBxUSJzChwppwqLa5d2PHbhvnR8=.dat
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerInfo-Yr0IQWv11AFqI8aVZmv5u6E9yDcWuf8uzvgwM6X~xWI=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerInfo-yw4r9bLBXKHqMcoM8RBZ0JrfExy7UDdBqgYYIB6xwCY=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/rY/routerInfo-yzLdw2NzV0Z-YgKJO6cNS-DPaaiJDDwG~5tyFwl3SA0=.dat
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerInfo-24DCe76q3URjfvgfkzZJXDev0MNd6Y9gxSr9HGtJ66k=.dat
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerInfo-28peP5T4-HVoymOBcEZ0EnMq5ub81YV-mCi1El22vJ8=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerInfo-2I4lG1FlhDUle9aTs32OBn4YXZhP31HIuP5Tz3MOtVo=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r2/routerInfo-274TSmg2KH2DRg2AMdgtHlUc6llaKaDeEu3BmEzvhtk=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~KhbQ2bvyrBUDYRDIDaj8UiaQ6V~pfIZvqeICx4aUfk=.dat
2022-09-15T18:06:49 birth /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~Xovx4wq1sFxtcAHkUqs0ltjwWnurMJcHSMTqWXZxPc=.dat
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~K3A1N1Hq1GRRxoTAmnmMCRz8I0A3sZJYPLxGA8TSAk=.dat
2022-09-15T18:06:49 accessed /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~O9kY8c33ySCuGznLhx66AZeNNP97SFg8IR9pHZW0Yk=.dat
2022-09-15T18:06:49 modified /Users/hexley/Library/Application Support/i2pd/netDb/r~/routerInfo-~TeFi-UwNBOLy4m2fNPQxOT-3EXqOgfCmvg7gXx~w14=.dat
2022-09-15T18:06:06 tcc allowed photos photos
2022-09-15T18:06:06 accessed /Users/hexley/Library/Application Support/com.apple.TCC/TCC.db
2022-09-15T18:05:40 modified /Users/hexley/Library/Application Support/i2pd/transparent
2022-09-15T18:05:39 PROCESS 69031 1 69031 0 unknown
2022-09-15T18:05:39 modified /Users/hexley/Library/Application Support/i2pd/i2pd.pid
2022-09-15T18:05:39 modified /Users/hexley/Library/Application Support/i2pd/router.keys
2022-09-15T18:05:39 accessed /Users/hexley/Library/Application Support/i2pd/router.info
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https://github.com/jamf/aftermath



MacAdmins: @stuartjash, @benyo
https://github.com/jamf/aftermath


