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An industry leader in endpoint security

Gartner

FORRESTER

FORRESTER

Gartner names Microsoft a Leader in
2021 Endpoint Protection Platforms
Magic Quadrant.

Forrester names Microsoft a Leader
in 2021 Endpoint Security Software as a
Service Wave.

Forrester names Microsoft a Leader
in 2020 Enterprise Detection and
Response Wave.

Our antimalware capabilities
consistently achieve high scores
in independent tests.

Microsoft leads in real-world detection in

MITRE ATT&CK”
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MITRE ATT&CK evaluation.

A Microsoft Defender for Endpoint
' awarded a perfect 5-star rating by SC
e Media in 2020 Endpoint Security Review

Microsoft won six security awards with
Cyber Defense Magazine at RSAC 2021:

Best Product Hardware Security

Market Leader Endpoint Security

Editor's Choice Extended Detection and Response (XDR)
Most Innovative Malware Detection

Cutting Edge Email Security



Let's talk about what it means to
protect endpoints in an organization




Navigating a shifting world

Conventional security
tools have not kept pace

Cost of breaches and
regulations are increasing

The nature of business
and work have changed




Today'’s threats: criminal groups follow opportunities

Malware encounters align with news headlines

COVID-themed attacks: United States
MAR 14 US announces travel ban to Europe

MAR 11 WHO declares COVID-19 a pandemic

80K
20K FEB 29 First confirmed death in the US
MAR 26 US surpasses China for most cases

60K FEB 11 WHO names the

new disease COVID-19
50K
40K MAY 1 States begin to reopen
30K

JAN 30 WHO declares a
20K global health emergency
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Source: Microsoft Digital Defense Report 2020



https://www.microsoft.com/en-us/security/business/security-intelligence-report

Microsoft Defender for Endpoint

Elevate the security for all your workloads

Apps & Data
Microsoft Office 365
loud ] K 1 u e Breadth of Microsoft’s Threat Signals
Cloud App Security Broker Orchestrated protection and remediation
Microsoft Cloud App Security
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Azure AD & Conditional Access |\ s e A uniquely integrated
endpoint protection platform
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Unified Endpoint Management
Microsoft Endpoint Manager



Attack Stages
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Delivering endpoint security across platforms

Bm Windows 365

| BYYA . Cisco HP Enterprise
B Windows & macOS i0S Ijb i
Azure Virtual Desktop (m ] Juniper Networks  Palo Alto Networks

Endpoints and servers Mobile device OS Virtual desktops Network devices






