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• MRT 1.45 update (10 July) removes web 
server from all Macs



July 2019

• Gatekeeper (AMFI) signature checks, 
notarization (June 2019)


• XProtect blocks old Java, Flash Player


• XProtect Yara checks at app first run 
(from 10.15 on each run)


• MRT scans after startup



July 2019: MRT

• scan and remove known malware, 
including malicious Safari extensions


• updated every month or so


• malware identities obfuscated


• effectiveness unknown



14 March 2022 Monterey 12.3



Growth: March – August 2022
14 March 2022 
version 2 
7 scanners 
15 MB

4 August 2022 
version 68 
13 scanners 
26 MB

17 June 2022 
installed on macOS 10.15 and later



August 2022: XProtect Remediator

• scan and remove known malware, 
including malicious Safari extensions


• updated every two weeks


• malware identities mostly obfuscated


• effectiveness unknown



What is XProtect Remediator?

• app in CoreServices, executable in Finder or Terminal


• contains 13 scanning modules, including MRT 
replacement


• runs automatically, as root and as current user



XProtect Remediator scans

• scheduled at least once a day, 
extras as determined by threat


• run as root, and as current user


• when Mac is awake but not 
otherwise busy


• not reported to the user



XProtect Remediator scans
• Eicar test


• MRT compatibility, back catalogue


• Adload, Trojan to download malware and PUPs


• DubRobber (XCSSET), Trojan dropper


• Genieo, browser hijacker


• GreenAcre, not identified yet


• Pirrit, malicious adware


• SheepSwap, not identified yet


• SnowBeagle, not identified yet


• SnowDrift (CloudMensis), spyware


• ToyDrop, not identified yet


• Trovi, cross-platform browser hijacker


• WaterNet, not identified yet



XProtect Remediator scans



Detection & remediation

• location-specific


• change according to security status


• appear effective


• silent



Detection & remediation



Reporting
• macOS 10.15 to 12 only reported in 

the log


• macOS 13 reported in the log and 
as events in Endpoint Security


• no notifications or alerts at all

• log show --predicate 'subsystem == 
"com.apple.XProtectFramework.PluginAPI" 
AND category == "XPEvent.structured"' 
--info --last 1d



Endpoint Security

• macOS 13 only


• es_event_xp_malware_detected_t


• es_event_xp_malware_remediated_t


• eslogger can report those events



SilentKnight



XProCheck



Gatekeeper & XProtect
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Thank you for your attention … 

… and happy XProtecting
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