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Bitwarden Speakers

Gary Orenstein, Chief Customer Officer
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Today’s Agenda

● Password manager basics

● Bitwarden Architecture

● What is the best way to share passwords?

● A few Apple-specific tips

● Extra bonus - Bitwarden Send

● Q&A



Password Management Basics
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http://www.youtube.com/watch?v=snqFzDEVtOg
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Experts recommend strong and unique 
passwords for every website you visit

Nearly impossible to do as 
normal human being

Easy to do with a 
password manager
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What makes a
strong 
password?

Long

Complex

Random

+ unique!



Password managers make this easy
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Key choices in picking your password manager

Do we operate cross-platform? 

Do we operate across browsers?

Do we prefer open source solutions?

Do we need the option to self-host?

Do we need to integrate with existing systems?
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Bitwarden Architecture



Bitwarden Clients and Bitwarden Cloud / Server

Bitwarden server

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Cloud or self hosted



Individual Vault on account creation
Adjustable with enterprise policies

Bitwarden server

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Cloud or self hosted

Bitwarden User

Individual  Vault

 Folders ● Login
● Secure notes



Organization Vaults, Collections, Groups

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Bitwarden User

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes



Integrating with Directory Services

Directory 
groups

Directory 
users

Directory services 

Bitwarden Groups

Bitwarden User

Organizational Vault
Directory 
connector

SCIM

Individual  Vault

Works with:
● Active Directory
● Azure Active Directory
● G-Suite (Google)
● Okta
● OneLogin
● Any LDAP-based directory

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes



Bitwarden Client, Vault, and Server Architecture
Bitwarden Server

Bitwarden Groups

Bitwarden User

Organizational Vault

Individual Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Directory Sync
RESTful API
Admin Portal
Login with SSO

Login/Authenticate

Unlock/Decrypt 

Self Hosting

Cloud



Bitwarden Architecture - Login and Decryption 
Bitwarden Server

Bitwarden Groups

Bitwarden User

Organizational Vault

Individual Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Directory Sync
RESTful API
Admin Portal
Login with SSO

Unlock/Decrypt 

Self Hosting

Cloud

Login/Authenticate



Administrative Portal for management
Admin Portal

Bitwarden Groups

Bitwarden User

Organizational Vault

Individual Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

- Manage
- People
- Collections
- Groups
- Policies
- Single Sign-On
- Event Logs

- Tools
- Import Data
- Export Vault

- Reports
- Exposed, Reused, Weak 

Passwords
- Unsecured Websites 
- Inactive 2FA

- Settings
- Subscription, Billing



Bitwarden for Business AND Personal use

  Business Account   Personal Account



Business users have Organization and Individual Vaults

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Business 
(Enterprise) account

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes



Add a Personal Account and optional Family Vault

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Business 
(Enterprise) account

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Family Vault

● Login
● Secure notes

Personal account Up to 5 
additional 

members (6 
total)



Use different emails for business and personal

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Business 
(Enterprise) account

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Family Vault

● Login
● Secure notes

Personal account Up to 5 
additional 

members (6 
total)

Personal email address
first.last@personal.com

Business email address
first.last@business.com



Each account can have Organization and Individual Vaults

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Business 
(Enterprise) account

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Family Vault

● Login
● Secure notes

Personal account Up to 5 
additional 

members (6 
total)

Personal email address
first.last@personal.com

Organization/Family Vault

Individual/Personal Vault

Business email address
first.last@business.com

Organization/Business Vault

Individual/Employee Vault



Use Account Switching to toggle between accounts

Mobile Browser Desktop CLI Web Vault

Bitwarden Clients

All Vault data end-to-end encrypted with zero knowledge

Bitwarden Groups

Business 
(Enterprise) account

Organizational Vault

Individual  Vault

 Collections

 Folders ● Login
● Secure notes

● Login
● Secure notes

Family Vault

● Login
● Secure notes

Personal account Up to 5 
additional 

members (6 
total)

Personal email address
first.last@personal.com

Organization/Family Vault

Individual/Personal Vault

Business email address
first.last@business.com

Organization/Business Vault

Individual/Employee Vault

ACCOUNT SWITCHING

first.last@business.com  ⌃

     first.last@personal.com

+ Add Account

FI

FI



What is the best way to share 
passwords?
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Basic approach of secure sharing

But the basic approach lacks scale
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Sharing with collections

Collections scale within an organization
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Sharing with collections

Collections scale within an organization
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Shipping Collection

- Ground
- Air
- Freight

Design Collection

- Stock photos
- Printing 

services
- Video services

Systems Collection

- LDAP
- Email and Chat
- Cloud 

credentials

Operations Group Marketing 
Group

Information Technology (IT) 
Group

Secure scalable sharing with groups and collections



A few Apple-specific tips
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Set Bitwarden to the 
default for iOS 
browsers instead of 
Keychain



37

Desktop 
options
Start, close, and minimize to menu 
bar is Mac specific, and helps clean 
up the Dock



Desktop Application can remain in 
locked state for browser/biometrics
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DuckDuckGo 
Browser
Bitwarden is the first password 
manager to launch with the new 
DuckDuckGo browser (beta for Mac)
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Keyboard 
Shortcuts!

http://www.youtube.com/watch?v=D5W1OW_BYWw


Extra bonus - Bitwarden Send
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Bitwarden Send
End-to-end encrypted sharing with 
anyone!

Transmit text or files in a snap!



Thank you!
Q&A

http://bitwarden.com
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