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Azure AD Protocols

e Committed to open standards, especially OpenlID
Connect and other modern protocols

e Microsoft cloud services are built on OpenlID '@ & f o) SCIM OData

Connect e ALLIANCE
e |nvesting in new standards, like FIDO and DIF

e See joint Passkeys announcement from FIDO -
foundation, Microsoft, Apple, and Google: e0ee DIF



https://techcommunity.microsoft.com/t5/azure-active-directory-identity/expansion-of-fido-standard-and-new-updates-for-microsoft/ba-p/3290633
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Conditional Access Evaluation Phase

e All Conditional Access polices are ANDed
together. (Not like GPO LSDO precedence)

e |s Policy in scope of the request
e BLOCK controls satisfied first
e GRANT controls applied in order
e Risk
e MFA
e Device
e Approved client app/app protection
e Tries to satisfy policy without user interaction

e Example: Control MFA or Device
compliant. If device is NOT compliant, will
THEN prompt for MFA.

}

"userDisplayName":
"appDisplayName" :
"ipAddress":
"clientAppUsed":
"conditionalAccessStatus
"riskDetail": :
"riskLevelAggregated":
"riskLevelDuringSignlIn":
"riskState": :
"resourceDisplayName" :
"deviceDetail": {
"deviceld": ,
"displayName" :
"operatingSystem":
"browser":
"isCompliant": false,
"isManaged": false,
"trustType":

}

"location": {

"city":

"state":

"countryOrRegion":

"geoCoordinates": {
"altitude": null,
"latitude":
"longitude":

}

}



Common Policies

Talk to your IAM team to understand your
Conditional Access policies

Requiring MFA for all users

Blocking legacy auth

Blocking access by country location
Require compliant or hybrid join device

Stricter Controls for non-corp managed
devices (is this macOS in your environment?)

e Sign-In Frequency to 2 hours for
everything not filtered out

e "Good" for security, but...

Filter for devices

Configure a filter to apply policy to specific devices. Learn more

Configure &

No

Devices matching the rule:
O Include filtered devices in policy

(®) Exclude filtered devices from policy
You can use the rule builder or rule syntax text box to create or edit the filter rule.

And/Or Property Operator Value

isCompliant Equals True

= Add expression

Rule syntax (O

Session X

Control access based on session controls to
enable limited experiences within specific
cloud applications.

Learn more

Use app enforced restrictions ()

0 This control only works with supported
apps. Currently, Office 365, Exchange
Online, and SharePoint Online are the
only cloud apps that support app
enforced restrictions. Click here to learn
more.

|:| Use Conditional Access App Control O
Sign-in frequency ©

(®) Periodic reauthentication
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Amy SO N
@amysw_sec

PSA... don't blindly accept MFA requests if you're nc Q Reg
trying to log in to something. That is all. U regecaaNer

1:26 AM - Apr 13, 2021 - Twitter Web App Replying to @SchizoDuckie and @amysw_sec

Unfortunately, | found a company today who refreshes
their users credentials every morning, so each morning
® ~ ™ 4 their entire workforce gets a push notification to login,
itiated access at that time. So,

" 3B (disclaimer: not my org!)

21 Retweets 4 Quote Tweets 199 Likes

K. Reid Wightman @
@ReverselCS

E5

| kind of want to write an app that tracks how many hours
per week | spend 2FA'ing into different collaboration
systems. QO w

Phone

715 AM - Apr 27, 2021 - TweetDeck

4 Retweets 65 Likes



Customer Case Study

European financial company simulated cyber attack.

e Attackers used password spray to find users with weak passwords.

e Users with compromised passwords were “hammered” with MFA prompts.

Findings:
e No reports of unexpected prompts to the help desk.

e Many users blindly approved MFA requests.

e One user had uninstalled the Authenticator app.



Why Prompting is Bad

Over-prompting leads to compromise
e Users learn bad behaviors, like blindly approving MFA requests
Prompts impact productivity, especially on platforms without SSO

Prompting is especially common on macOS, which does not do SSO with Azure AD out of
the box

Should strive to improve user experience AND security
e Prompt when needed, such as new device, new location, change in risk, etc.

e Passwordless makes prompting less impactful when it IS needed
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Recommendation 1: Determine if you
have a prompting problem

Show it with datal

e All the data you need is in your Azure AD
sign-in logs

e Use the pre-built Azure AD Workbook

e Comes with data visualizations as well as
recommendations:

e Which users are being prompted the
most?

e Which applications have a high prompt
count?

e \WWhat is the device state?

% Prompts by operating system

% Prompts by device state

skl

Unknown OS
46.5 «
Windows 10
399«
MacOs
1.7 %

10S 15
3.3%

Windows

1.5%
Other

1.1

uil

Unmanaged

95.4 %
Azure AD joined

4.6 %



http://aka.ms/MFAPromptsWorkbook

Recommendation 2: Enroll in
MDM, Use Device Compliance

e MDM is the only modern way to deploy SSO
features to macOS

* MDM helps us improve device and identity Supported device compliance partners
security (Conditional Access)

The following compliance partners are supported as generally available:

* 5SSO0 helps us improve end-user experience . BlackBarry UEM
(fewer prompts) and security (over- e Citrix Workspace device compliance
prompting trains users to make poor * IBM Maas360
decisions) o Al
e Mobilelron Device Compliance Cloud
e These are related, but different features 2 LR G e o T P Sl
e SOTI MobiControl
e Intune or |ntune_integrated MDMSs can send e VMware Workspace ONE UEM (formerly AirWatch)

compliance information to Azure AD

e This information is critical for those device-
based Conditional Access policies

e Without Intune or an Intune-integrated MDM,
Azure AD sees all Macs as unmanaged



Recommendation 2: Enroll in MDM, Use Device Compliance

e Good macOS security with Azure AD requires two MDM-delivered capabilities:
e Device health attestation

e SSO deployed through the MDM channel...reduce prompts as much as possible

e Device health and compliance integration with Azure AD is easy to deploy if Intune is the MDM

e Jamf Pro and other 3@ Party MDMs can integrate with Intune to support device compliance
e Extra work, but worth it

Calculated
Compliance

State I

Intune Service AAD Service

End User
Devices




Recommendation 3: Set up SSO Infrastructure

e macOS can provide SSO in a few different ways:
e Kerberos, via BIND to an LDAP directory, commonly on-premises Active Directory
e Appleis actively telling customers to move away from this
e Kerberos, via Apple’s Kerberos SSO Extension
e Must be deployed through MDM

e Still designed for on-premises directory services, not really designed for the cloud

e Modern Auth (tokens), via IDP vendor-provided plug-ins for Apple’s Extensible Enterprise SSO Framework

e |DP vendor...that’s us!
e Must be deployed through MDM
e Two types:

e C(Credential

e Redirect — Azure AD’s option is this type



Recommendation 3: SSO Infrastructure - Let’s Start with
Kerberos

If you need Kerberos, use the modern,
MDM-provisioned Kerberos SSO Extension ol

from Apple:

1) User provides device with their enterprise U: jane.doe@contoso.com
username and password P: Summer2022!

2) The device sends the creds to AD and
asks for a Kerberos Ticket-Granting Ticket
wen

3) AD validates the creds and returns the
TGT

e

4) The user tries to access an app, probably HET:
in their browser, but needs a Kerberos ﬁ&

ticket

Active Directory



Recommendation 3: SSO Infrastructure - Let’s Start with
Kerberos

5) macOS sends the TGT to AD, asking for a
ticket specific to the app (TGS)

6) AD validates the TGT and returns the TGS

7) The user’s browser or other client sends
the TGS to the app

8) The user successfully accesses the app E

Active Directory



Recommendation 3: SSO Infrastructure - Let’s Start with
Kerberos

O O % han — -zsh — 80x24
Last login: Tue Jun 14 17:02:32 on ttys000

han@PMichaels-Mac ~ % klist TGT

Credentials cache: API:C5B29896-F8D5-4E9A-ACF2-B983AA48F75C
Principal: han@PMICHAELEPPING.COM

Issued Expires Principal
Jun 19 11:59:44 2022 Jun 19 21:59:35 2022 krbtgt/MICHAELEPPING.COMEMICHAELEPPI
NG.COM
Jun 19 12:00:02 2022 Jun 19 21:59:35 20822 cifs/dc@3.michaelepping.com@PMICHAELE
PPING.COM
han@Michaels-Mac ~ % |

TGS for a
file share




Recommendation 3: SSO - Let’s Start with Kerberos

 What's the issues with this story?

 |tdoesn’t work over the internet, so it
isn’t very modern

 |magine we have a SaaS app instead of an U: jane.doe@contoso.com .
internal Kerberos app P: Summer2022! o

e Kerberos doesn’t make sense for the
Saa$S app, because devices on the
internet shouldn’t be able to find a DC

1) User provides device with their enterprise 7
username and password

2) Should the device still want to send the

creds to AD and ask for a Kerberos Ticket-
Granting Ticket (TGT)? 15

3) No, this won’t work without a VPN Active Directory



Recommendation 3: SSO — Modernize

w/ Modern Auth

e The solution is Modern Auth!
e SAML - good

e OpenlD Connect and OAuth 2 - better!

e The key advantage of Modern Auth is that
it is web-based

e The flexibility of web technology gives
us many security options:

Challenge for certificates

Many forms of MFA (FIDO, Auth
apps, Smartcards, SMS codes, etc.)

Direct traffic through proxied
sessions to block downloads

And much more!

4 Search &

Are you trying to sign in?

Secldentity
JasonM@secidentitytech.com

Enter the number shown to sign in.

App
OfficeHome

Location
NSW, Australia

No, it's not me

1

4

74

BT Microsoft

Sign in

== Microsoft

Sign in with Windows Hello or a
security key

Your PC will open a security window. Follow the
Instructions there to sign in.

Windows Security

Making sure it's you
Please sign in to login.windows-ppe.net.

This request comes from MicrosoftEdge, published by Microsoft
Corporation.

0

Insert your security key into the USB
port.




Recommendation 3: SSO — Modernize w/ Modern Auth

Per User/Device Per Application

Our Goal: Prompt Once

e peruser
e per device
e per password change

Don’t bother user unless these change

(COARSE) AUTHORIZATION

Until Revoked or Password Change (If
actively used within 14 days)

Refresh Token — (Per App) Until revoked or

Password Changed

Primary Refresh Token

Long term authentication w/ SSO broker on Windows, macQOS, or iOS

Long term access to an application

Note: Includes whether MFA was used for authentication

Access Token — (Per App)

Provides user access to use application (short term)
Note: Policy is re-evaluated every time you get a new access token (using the
refresh token)

ID Token

Long term authentication on Mobile Device
(used by authenticator app and/or company portal)
Note: Authenticator App has two functions: brokering authentication locally + MFA validation




Recommendation 3: SSO — Modernize w/ Modern Auth

e Here’s what you need for Modern Auth and SSO on Apple Platforms:
e |[DP that supports SAML and/or OpenlD Connect
e Azure AD is Microsoft’s cloud IDP, but there are plenty of others on the market
e Apps integrated with the IDP
e |IDP Vendor must create an SSO Extension plugin

e Macs under MDM management



1)

2)

The modern approach is to use an IDP,
modern auth, and tokens

SSO Extension is bundled in the Microsoft
Company Portal

User authenticates to Azure AD in the
SSO Extension window — this can be in
Company Portal or another app, such as
Safari

* Azure AD supports many more
credential types than AD does

Azure AD SSO Extension acquires a
Primary Refresh Token (PRT) from Azure
AD after the user signs in, stores it in the
keychain

 PRTs are good for a rolling 14 day
window, constantly refreshed when
the user uses the Mac

Extensions

i

MS Authenticator Passwordless
Phone Sign-In

Username+Pwd+MFA (App, OTP, SMS, Phone)

Recommendation 3: SSO — Modernize w/ IDP Vendor SSO

App

=

Azure AD



Recommendation 3: SSO — Modernize w/ IDP Vendor SSO
Extensions

One more wrinkle...there’s two different
flows for apps to get tokens

We’'ll start with the MSAL flow (MSAL is -
Microsoft Authentication Library, our auth
library provided to make app integration
with Azure AD easy):

3. App that uses MSAL talks to the SSO
Extension directly, asks it to get a token

4. AAD validates the PRT and returns the
app-specific token

5. The token is given to the client and the
client sends the token to the app

6. The user successfully accesses the app

Azure AD



Recommendation 3: SSO — Modernize w/ IDP Vendor SSO
Extensions

Now let’s look at the redirect flow:

3. User tries to log into app, is told to get a
token from Azure AD

"o @

4. App that doesn’t use MSAL tries to go to
an Azure AD URL...the macOS Network
Stack intercepts the traffic and redirects

it to the SSO Extension

5. SSO Extension uses its PRT to request a macOS Network Stack

token

6. AAD validates the PRT and returns the
app-specific token

7. The token is given to the client and the
client sends the token to the app

Azure AD

8. The user successfully accesses the app



Recommendation 3: SSO — Modernize w/ IDP Vendor SSO
Extensions

Single sign-on app extension

° Red I reCt SSO EXte nSIO N P rOfI I €S M be Configure an app extension that enables single sign-on (SSO) for devices running macOS 10.15 or later.
d e p | Oyed Vla M D M : User approved and automated device enroliment

These settings work for devices that were enrolled in Intune with user approval, and for devices enrolled using Apple

School Manager or Apple Business Manager with automated device enroliment (formerly DEP). This includes all

e \ery easy deployment with Intune as
your MDM

supervised devices.

SSO app extension type (&) Microsoft Azure AD

App bundle IDs (O

App bundle ID

com.example.app

Additional configuration (O
Key Type
disable_explicit_app_prompt Integer 1
browser_sso_interaction_enabled Integer 1

AppPrefixAllowList String com.microsoft..com.apple.

Not configured ‘ ] Not configured % ‘ \ Not configured




Recommendation 3

e Redirect SSO Extension Profiles must be
deployed via MDM:

e \ery easy deployment with Intune as
your MDM

e Jamf Pro requires a little more work
and a PLIST file

4 jamf | PRO

L]
|

Computers

0
X

Computers : Configuration Profiles

< Azure AD SSO Extension for macOS

Devices

Options

Search Inventory

Smart Card Single Sign-on Extensions

Search Volume Content INOLCONBGUTaE 1 payload configured

Licensed Software
System Migration

P Single Sign-on Extension

extensions that perforn

ingle sign-on (I

Policies
Approved Kernel Extensions
Not configurec Payload Type

Use the

Configuration Profiles

Restricted Software

Identifier
Mac App Store Apps Associated Domains
Not configurec Extension Identifier Bundie identifier of the ) exte
Patch Management (
‘ com.microsoft. CompanyPortalMac.ssoextension

eBooks Extensions

Team Identifier The te wtifier of t

F 4
Smart Computer Groups ‘ e

Static Computer Groups Sign-On Type S

Credential

@ Redirect

Classes

System Extensions
Not configurec
Enrol

ment Invitations

Collapse Menu Content Filter

: SSO — Modernize w/ IDP Vendor SSO
Extensions

-4 jamf | PRO

Remove all

®,

Cancel

[

Computers

77\
.\(./,

-+ Add

=

Save

Devices

Search Inventory
Search Volume Content

Licensed Software

Policies

Configuration Profiles
Restricted Software
Mac App Store Apps
Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

Collapse Menu

https://contoso.jamfcloud.com/OSXConfigurationProfiles.html

Computers : Conf

« Azure AD SSO Extension for macOS

guration Profiles

Options

Smart Card
Fil

Not configurec

System Migration

Not configur ‘ https://login.microsoftonline.com

Approved Kernel Extensions
Not configurec

‘ https://login.microsoft.com

) . ‘ https://sts.windows.net
Associated Domains |

Not configure

‘ https://login.partner.microsoftonline.cn

Extensions
Not conf (
‘ https://login.chinacloudapi.cn

Single Sign-On E -
1 payload cor ‘ https://login.microsoftonline.de

System Extensions

‘ https://login.microsoftonline.us
Not configurec |

® | @

Content Filter
i Cancel

XML

D Copy

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/F
version="1.0">

<plist

<dict>
<key>AppPrefixAllowlList</key>
<string>com.microsoft.,com.apple.</string=
<key>browser_sso_interaction_enabled</key>
<integer>1l</integer>
<key>disable_explicit_app_prompt</key>
<integer>1l</integer>

</dict>

Y .
</plist>



Recommendation 3: SSO — Modernize w/ IDP Vendor SSO
Extensions

" Safari File Edit View History Bookmarks Window Help ’ ! Q & TueJun14 7:49 PM

O

Redirect SSO Extension Profiles must be
deployed via MDM:

Sign in to Safari with single sign-on

e \ery easy deployment with Intune as
your MDM

e Jamf Pro requires a little more work and
a PLIST file

Can configure settings so users never nheed
to open Company Portal

e Company Portal must always be
installed, but users don’t need to open it
if you follow recommended config €\ Sign-in options

Don’t need to integrate with Intune for CA
in order to get SSO, its just recommended Terms of use  Privacy & cookies -

(i) More information Don't ask me again (_ Close _

Easiest tool to test if things are working is
Safari in Private mode

QB0 0€=0mc /8"



Recommendation 3: SSO — Modernize w/ IDP Vendor SSO
Extensions

There’s a few limitations/caveats/warnings:
e SSO Extension component from Microsoft is still Public Preview (supported)
e Apps must use MSAL or Apple’s system frameworks for network requests

e This means that some apps don’t work...the SSO Extension is unaware of them and they don’t use Apple’s
network stack

e Chrome and Firefox are the primary examples

e Talk to your app vendors about the need to support SSO extensions! They should want their apps to work,
Apple is only making SSO extensions more important as time goes on

e PLIST files for non-Intune MDM s are hard to manage — we may change the extension default settings to be more
mistake-friendly around GA timeframe

e No support for FIDO keys as a passwordless auth method in the SSO Extension window, as of macOS Monterey
e Authenticator App Phone Sign-In passwordless mode works well

e More on Passwordless next...



Recommendation4: Authenticator App and
Passwordless

g Microsoft

Authenticator App used as a token broker . ,
for iOS devices (similar to Company Portal Approve sign in request
on MacOS) POR YOUN MECTOROR Aigtherticeto

i}l T-Mobile ¥+ 2:23 PM e N

e Provides that PRT experience
i
mcorp.com

will interrupt on -y _ 013 760 ©
sign-in to register for Authenticator App -

Move from push notification to number B
match if possible (MFA hammering) ap b b yu bl Are you trying to sign in?

Adatum Corporation

KimA@adatumcor p.com

Also used as a passwordless method


https://aka.ms/nudge

Recommendation4: Authenticator App and

Passwordless

Best user experience + Best security

I :
e We've been passwordless since Nov 2020 on macOS! am Microsoft

Sign in

e (Can be used with any app integrated in your Azure AD
Passwordless methods
e Authenticator app number match No account? Create one
e FIDO2 Key

e Private key never leaves the physical key

e Edge and Chrome today

e Safariin the future
Passkeys
e Emerging standard supported by Apple, Microsoft and Google!

e Passkey synced across devices on same device platform

to continue to Microsoft Azure

Use your security key with login.microsoft.com

Insert your security key and touch it

Choose another option Cancel

Microsoft Azure

=" Microsoft

Sign in with Windows Hello or
a security key

Your PC will open a security window. Follow the
instructions there to sign in.




Recommendation 5: SSO All the things!

SSOALITHETHINGS!

e All the work you do for steps 1-4 won’t matter
much if your apps aren’t integrated with your IDP

e Azure AD can publish many kinds of apps
e Modern Auth (SAML, OAuth 2.0, OIDC)
e On-premises legacy Kerberos

e Password-based

e Almost anything else via 3™ party integrations
(F5, Akamai, etc.)

e We try to make it easy for you...



Recommendation 5: SSO All the things!
3000+ pre-integrated apps in the gallery

&

SkillsMft




Recommendation 5: SSO All the things!
Application Proxy

https://appX-contoso.msappproxy.net/ { .
’4 S

Connect any claims-aware on-premises web Azure Active
Directory

A
’
’
d
'/
4
,/

Azure or

app to Azure AD e
Also, connect on-premises Kerberos apps to Application t
Azure AD Proxy

The goal is to get everything to use SSO

&

On-premises apps



Recommendation 5: SSO

All the things!

e There’s alot in Azure AD beyond SSO

and Office 365

New features are released all the time,
the cloud continues to evolve

Migrating apps to Azure AD means that
they benefit from these features, and
more

e Provision/Deprovision to app based
on dynamic group membership

e Access Reviews/Entitlement
Management/Governance tools

e Same strong auth usage as other
corporate apps

Azure AD
Connect

SSO to SaaS

Addition of
custom cloud

apps

Remote Access
to on-premises

apps

Microsoft

Authenticator -

Password-less
Access

Azure AD DS

=5 B2B
| collaboration

Self-Service
capabilities

Access
Panel/MyApps

Azure AD Join

Office 365 App
Launcher

Provisioning-
Deprovisioning

Connect Health

Dynamic Groups

Group-Based
Licensing

MDM-auto
enrollment /
Enterprise State
Roaming

HR App
Integration

&

Conditional
Access

Multi-Factor
Authentication

|dentity
Protection

Privileged
|dentity
Management

Security
Reporting

Access Reviews
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Recap & Go Dos!

1. Work with your IAM/Security team on the end user experience

e Use data in the Azure AD Authentication Prompt analysis

( )

2. Set device compliance via Intune or an MDM
3. Deploy the Azure AD Enterprise SSO plugin to macOS and iOS

4. Nudge users to use the Microsoft Authenticator app on iOS/Android and start
moving to passwordless

5. More SSO! Bring your modern auth apps to your IAM team. Move away from apps
that require line of sight to a DC


http://aka.ms/MFAPromptsWorkbook

Thank You



