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Helping organizations succeed with Apple



Macs & Binding



Directory services 


Group membership info


Central account management


Group policy… sort of on  


Resource access management

What did on-prem AD get you?



Binding to Active Directory


Password Keychain Lockouts 


Updating Users while Remote


Updating from existing set up


Keeping BYOD out of cloud


CVE-2021-42287


It also gave you challenges…



Recommendation:

& 
Don’t Bind Macs

Bind Windows … to Azure. 



CVE-2021-42287



“ “
Explain it like I’m five. 

- Random user on Reddit



Spoof a domain controller


Authentication Authority 
Vulnerability


Privilege escalation on Macs


Patch breaks binding


Become domain admin in 60 
seconds

CVE-2021-42287



Fortinet: https://www.fortinet.com/blog/threat-research/
cve-2021-42278-cve-2021-42287-from-user-to-domain-admin-60-
seconds 


Microsoft: https://support.microsoft.com/en-us/topic/kb5008380-
authentication-updates-cve-2021-42287-9dafac11-
e0d0-4cb8-959a-143bd0201041 


Jamf: https://www.jamf.com/blog/advisory-macos-ad-cve/ 


Jamf Nation: https://community.jamf.com/t5/jamf-pro/unable-to-add-
server-authentication-server-failed-to-complete-the/m-p/255209 
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The Fix for CVE-2021-42287 
Broke Mac Binding.



Update: 22 March 2022

https://support.microsoft.com/en-gb/topic/kb5008380-authentication-updates-
cve-2021-42287-9dafac11-e0d0-4cb8-959a-143bd0201041



What is Enforcement Mode?



“ “Starting with the July 12, 2022 
Enforcement Phase update, Enforcement 
mode will be enabled on all Windows 
domain controllers and will be required. 

- KB5008380, Microsoft





12APR2022 - Server Hotfix

https://support.microsoft.com/en-us/topic/april-12-2022-kb5012604-os-
build-20348-643-25216e88-f9c1-4b9f-a131-8f8b1149d0bb



Client Hotfix Preview

https://blogs.windows.com/windows-insider/2022/03/15/releasing-windows-11-
build-22000-588-to-beta-and-release-preview-channels/



Speculation Time



July 20, 2011: 


“Authentication server encountered an error while attempting the  
requested operation”


October 12, 2011: 
 
“Improve Active Directory and LDAP integration.”


Source: https://web.archive.org/web/20141123222818/http://
support.apple.com/en-us/HT202262 

History: OS X Lion

https://web.archive.org/web/20141123222818/http://support.apple.com/en-us/HT202262
https://web.archive.org/web/20141123222818/http://support.apple.com/en-us/HT202262


Centralized identity management


Distribution of certificates


Management policies


FileVault and Keychain passwords

What Will Break



AD policy vs. MDM management


User-level Configuration Profiles


Certificates and Networks


User Management


Zero-trust via Identity Provider

Unbinding - What’s Different



Based on Windows administration


Issues translating Win to Mac


Certs based on binding


Mobile/Network accounts


AD password management

AD Group Policy



Native Apple commands


Multiple path to get certificates


Local user accounts


Reporting status of fleet


Active vs. passive management

MDM Management



MDM-Managed Users Machine Level Configuration

User-Level Configuration

Images: Wikipedia



User level config profile certs ❌


Username / password ❌


Machine Based SCEP certs ✅

802.1x RADIUS Certificates



Cisco AnyConnect


Cisco ICE


Jamf Private Access


Jamf Threat Defense

Networking and VPN tools



User Management



Solution Creates User Accounts Password Sync Gets Kerberos Tickets

Setup Assistant First account only ❌ ❌

Apple Kerberos SSO 
Extension ❌ ✅ ✅

NoMAD Login &  
NoMAD ✅ ✅ ✅

Jamf Connect ✅ 
Anywhere

✅ 
Anywhere

✅ 
On-Premises or VPN



https://help.okta.com/en/
prod/Content/Topics/Mobile/
Okta_Device_Trust_Jamf_ma
cOS_Devices.htm


Trust user on device vs. trust 
device

Zero-Trust via IdP

https://help.okta.com/en/prod/Content/Topics/Mobile/Okta_Device_Trust_Jamf_macOS_Devices.htm
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Steps To Resolution



Steps To Resolution

• Unbind Macs or test patched AD servers before July 12, 2022 

• Manage with MDM instead of AD Group Policy 

• Manage users on device with Cloud Identity Providers 

• Evaluate networking tools and access to organization resources


• Start planning for Zero Trust and Zero Touch Onboarding



Tools for Resolution



What is it? 

Jamf Connect simplifies the 
provisioning process with Apple by 
allowing the user to authenticate 
against a cloud identity provider. 




Jamf Connect

Identity Management Password SyncProvisioning



Private Access



Private Access



Path to Success



Path to Success

• Avoid Binding 

• Add device login with cloud IdP credentials

• Use Jamf Pro or similar MDM to manage

• Use Jamf Connect to sync local passwords

• Use Jamf Private Access to reach resources



Want to learn more?

• Request a demo or trial of Jamf Connect and Jamf Private Access

• Expertly guided proof of concept

• Have a consult on achieving zero-trust with Jamf

• Schedule a call with our team and any of our authorized partners 

• Contact us: info@jamf.com

mailto:info@jamf.com


Thank you



Q & A


