IPad Management

The search for zero touch deployment



Overview

Apple School Manager
iIPads for Students
Configuration Options

iIMazing

e Jamf Pro
e Configurator

e Ul Script



Come out in April 2010

Apple sells more of them then
Macs by volume

Half of Dell’s total sales of all
hardware

27 1IPads Models




Mobile Device Management

MDM
Third-party product

Uses Apple Push Notification
Service (APNS) to send
commands

Over-the-air distribution

Device Enrollment Program




Apple School Manager

e \/olume Purchase Program

(VPP)

 Buy and manage App
Licenses

e Assign Devices to a MDM
server for Automated Device
Enrollment

e Coordinated with Office of
Software Licensing to create
an account on ASM




Library iPad History

Started with 10 iPads

Internal Management Solution -
~Q
D5 NEED

J. Willard Marriott Library
THE UNIVERSITY OF UTAH

High demand for iPad Pros
Commercial Proof of Concept

Cares Acts to increase to 100




IPads for Students




IPads for Students

e Ready for Checkout
e Zero to Minimal Touch
e Remove Student Data

e |nstall Apps from VPP

e Plug it in and forget it

e Scalable



Configuration Options

* Apple Configurator 2 8 @ g \
.. 7

e AEIOS
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e Jamf Pro
e Jamf Reset/Setup

* iMazing




Apple Configurator 2

e Pros

e Single Application

e Supervises

 Adds Apps from VPP
e Cons

e Manual Process

e Prone to error

e Not scalable



AEIOS

e Pros
e Uses Apple Configurator
e Automated with cfgutil

* Apply changes to groups of
IPads

e Cons

e Prone to errors from AC

e Developer left our group

* Apps sometimes were missing



Jamf Pro

e Pros
e Automated Device Enroliment
e True MDM solution

* Add Apps anytime with VPP

e Cons

* Apps installed later

e User interaction

e Re-enrollment



Jamf Reset/Setup

e Pros

e Uses Jamf Pro

* Resets the iPad

e Preset Configurations via App
e Cons

e Setup Assistant needs to be
passed

* One configuration needed

¢ Manual resets




IMazing

e Automated Device
Enroliment

e Blueprints
e Enterprise App
Cons

 Missing some features from
AEIOS

e No Full Automation



New IPad Workflow
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IPad Workflow

Automated Prestage
Device Profiles
Enroliment WiFi

4

jamf



IPad Setup - Hardware

R
|5

e Cambrionix - ThunderSync3-16 [

e |Pads

e Mac mini or iMac

e USB Hub

Cambrionix]

CHARGE « CONNECT « MANAGE

e $1700



IPad Setup - Hardware

‘ Intake Fan ]
Do not cover 2 Thunderbolt™ 3 Host
4[ & Expansion Ports ]
Mains Input
& Fuse Holder] 4[ 3 x LED indicators per port]

E : & | ¢ Y ™Y ThunderSync3-16

< Cambrionix
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Power/fault indicator LED]

[ 16 x USB 3.2 Gen 1 ports]—

482mm (430mm without ears) | Fits a 19” server rack cabinet
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IPad Setup - Software

e iIMazing
e Blueprints
e Jamf Pro
A
e Prestage Enrollment o
jamf

e Configuration Profiles

e Apple Script

e Ul Scripting

/



IMazing Configurator

Blueprints

 Post / Pre Actions
 WiFi Install

App Install
Supervision

Software Updates

@ iMazing File Edit View

DISCONNECTED

IMazing Configurator Guide

Tools License Window Help

Blueprints
Devices
Backups
Apps

Profiles

MDM Servers
Organizations




IMazing Blueprints

IMazing Configurator

| Blueprints | Devices Backups Apps Profiles MDM Servers Organizations

Student iPads

Student iPads

General

Organization & Supervision

Setup & Accessibility

Actions

Apply Blueprint




Blueprints

Editing Student iPads ?

General

. General

Organization & Supervision

Student iPads

Setup & Accessibility

Actions
Ignore non-critical errors when applying this blueprint

(o

Apps

@ iPad [V |

App Files & Config Imaging WiFi

App Restrictions

100 &3
Profiles .
Apply configuration from DEP (will erase device) [V |
Username
Password
Cancel Save



Blueprints - Supervision

2= Organization & Supervision

University of Utah & <€ Show Supervision Identity

84 Supervise device

84 Allow pairing without supervision identity
¥ Disable USB restricted mode

£4 Save passcode unlock token to keychain

Allow activation lock while supervised




prints - Setup

Setup & Accessibility

{device_name}

Set Language
English
£4 Set Region

United States

Lock Screen Home Screen

Choose... Choose...




Blueprint - Actions

Actions

Pre-Configuration:

F DASSCO0E WIth UMOCK 1oxen sunen

r Screen 1ime passcode (supervesed on
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| Grase target davices and nstall the latest avalabie US version)




Blueprint - Actions

Post-Configuration:

Restore device's last backup

Restore backup

&2 Skip Setup Assistant

Set backup encryption password
Back up
Launch app (supervised only)
Remove Wi-Fi profile (if configured in General)
Remove supervision (locally supervised only)
Wait for full battery charge

¥4 Shut down device

Unpair device when done




Blueprint - Apps

) AppSs

General

Organization & Supervision pple ID or Volume Purchase Account

sl-apple-019@lists.utah.edu Sign Out

Setup & Accessibility Single app mode (supervised only)

Actions Autodesk ReCap Pro for mobile

Autodesk Inc.

Apps Box — Cloud Content Management
6 app(s) will be installed X, |

App Files & Config Canvas Student

6 Microsoft OneDrive

App Restrictions

m Microsoft Word
Profiles M

Cancel




IMazing Configurator

-
-

Select All

Status

Previous

~ Device

studtnt-checkout- ipad-pro-012

iPad

student-checkout-ipad-pro-021

student-checkout-ipad-pro-018

iPad

iPad

Qe

Qe

Qe

o
@

Qe

1/O Serial

DMQDGBEVPTRF

DMPXT4GQKDEJ

DMQDGGEFYPTRF

DMQDG7ZLPTRF

DMQDGGB3YPTRF

DMQDGGEGPTRF

Model

Pad Pro (11-inch) (2nd gen..

iPad Pro (11-inch)

Pad Pro (11-inch) (2nd gen.

Pad Pro (11-inch) (2nd gen..

Pad Pro (11-inch) (2nd gen,

Pad Pro (11-inch) (2nd gen...

Apply Student iPads

0s

iPad0S 14.3

iPad0S 14.4

iPad0S 14.3

iPad0S 14.4

iPad0S 14,3

iPad0S 14.4

Supervised

Yes

Yes

Yes

Yes

Yes

Yes

Execute operation

Organization

University Of Utah

University Of Utah

University Of Utah

University Of Utah

University Of Utah

University Of Utah

On selected devices only [~

ubiD

00008027-001009343E78402€E

00008027-0011191C11F2002€E

00008027-001E499202F8402E

00008027-000529D90184402E

00008027-0003299202FB402€E

00008027-001605480CE2402E



Jamf Pro Configuration

* 85% of configuration is from the
server.

* Prestage Enrollment

e Skips all Setup Assistant screens .

e Prevent Unenrollment

* Supervise ®

* Configuration Profiles j a m f
* Restrictions
* Allowed iPad features

e Device Based UConnect



Automated Device
Enroliment

Settings : Glob

< DEP - ESL

Details

Marriott Library Casper Server_Token_2020-05-12T22-34-21Z_smime.p7m

‘; 2 ) ‘-;1 .VI":A C{ L

O

History




Prestage Enrollments

Qy r- Mobile Devices

PreStage Enrollments

Computers Devices Users

Search Inventory
NAME LAST SYNC
Search Volume Content

Configuration Profiles
Provisioning Profiles
Personal Device Profiles
Mobile Device Apps

eBooks

Smart Device Groups
Static Device Groups

Classes 0 at 4:19 PM

Enroliment Profiles
Enroliment Invitations

PreStage Enroliments




Prestage Enroliments

Mobile Devices : PreStage Enroliments

« Student Checkout iPads

Scope

Q 1-101 of 101

DEVICE SERIAL NUMBER MODEL DESCRIPTIL. ASSET TAG DEVICE ASSIGNMENT STATUS DEVICE ASSIGNED

IPAD PRO 1

DMP d Pro WIFI 12 gnec 2/03/2020 at 1:.59
Ivir rdd r p FAl eqg 28
[,_4
- 2/03/2020 at 1:59
iPa

DMP d Pro

dC

DMP Pad Pro Assigned FEEV%;LAU: 1:.59

- = — - 12/03/2020 at 1:59

DMP iPad Pro Assigned Brg

DMP Pad Pro Assigned ;aQBEOZU[HﬂBQ
iP 12/03/2020 at 1:59

DMP

ada Fro

Assigned PM

GRAY-USA




Prestage Enroliments

General
Display Name Display name fi

Student Checkout iPads

Automated Device Enroliment Instance
Automated Device Enrollment instance to associate with the PreStage enrcliment. Devices associated with the selected Automated Device Enrollment instance can be

assigned the PreStage enrcliment
DEP-ESL ~

Automatically assign

Automatically assign i

new devices

ew devices to this PreStage enroliment

\
Enroliment Site Site that mobile devices will be added to during enrcliment

Marriott Library

Use existing site membership, if applicable

Use existing location information, if applicable

Support Phone Number

sor-




Prestage Enrollments

Support Email Address Support email address for the orgar

Department Department to associate with the PreStage enrollment

Marriott Library, Client Platform Services

Require Credentials for Enroliment

Require the user to provide username and password on devices with iOS 71 0

Supervise Devices with iOS 12.x or earlier

Devices will be supervised

v

Make MDM Profile Mandatory for devices with iOS 12.x or earlier

Require the user to apply the MDM profile

v

Settings for Supervised Devices

Pairing
Allow devices to connect to Mac ci

Prevent Unenrollment

Disallow the user from removing the MDM profile

Install configuration profiles before Setup Assistant

Install configuration prefiles on mobile devices in the scope before &

Enable Shared iPad

Allow devices with 10S 9.3 ¢

Prevent user from enabling Activation Lock




Prestage Enrollments

Setup Assistant OptiOnS Selected items are not displayed in the Setup Assistant during enroliment fo
None

I0S And TvOS

Location Services
Siri
Apple ID and iCloud

Terms and Conditions

10S Only

Apps & Data

Move from Android

Passcode Lock




Prestage Enrollments

Add Cellular Plan
Home Button Sensitivity

Touch ID / Face ID

New Feature Highlights

iMessage and FacelTime

Screen Time

Software Update




Prestage Enrollments

Choose your Look

Express Language Setup

Preferred Language Order
v

v




Configuration Profiles

Configuration Profiles

Mobile Devices

> Q 1-25 of 25
NAME

> Apps - Internet

> Checkout iPads

> Configuration - Displays

> Configuration - Network

> Configuration - Security

> Configuration - Staff

> Requests

LOGS

COMPLETED

PENDING

FAILED

+ New

SCOPE

(1} Upload

SITE



IPad Restrictions Profile

Mobile Devices : Confic

<« Checkout iPad Restrictions

Options Show in Jamf Pro Dashboard

< EEEE Restrictions: Functionality

it

Use of camera
FaceTime

Screenshots and screen recording

AirPlay, screen observation by Classroom, and screen sharing
Classroom to perform AirPlay and screen observation without prompting
AirPlay incoming request

Passcode on incoming AirPlay pairing requests

Pairing TV with Remote app

AirDrop

Messages

&3

Download




WIFI Profiles

e ULink (IoT)

* Uconnect (802.1X Enterprise) ‘ A‘
* Imaging Hidden WiFi (Legacy) ‘



Zero-Touch?

e Yes, with a little extra
customization.

* iMazing has to be reset every
night and iPads cleared.

* Ul script to control iMazing

NO TOUCHY



Ul Script

Resets iMazing
Picks Blueprint to use

Selects devices to apply the
Blueprint on attachment

Suppresses Dialogs




Automated Blueprint



Ready for Checkout




Questions?

If Apple
made a car...

would it have
Windows!?




